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Abstract. Anonymity and privacy are two security 

services frequently confused when schemes are 
designed. On the one hand, privacy refers to transform 
information in order to keep it from all but those who are 
authorized to have it. On the other hand, anonymity 
refers to a condition in which the information receiver 
does not know the sender’s identity. From the Location 
Based Service (LBS) point of view, anonymity and 
privacy are security services very important to preserve, 
as sensitive data travel in a service request, for example 
the identity of participants and their location. Most of the 
related work focuses on protecting only one aspect of 
the LBS user letting secure only one aspect. in this paper 
we present a security scheme that consists on a set of 
cryptographic protocols which consider cryptographic 
primitives along with fake location information, in order 
to provide both identity anonymity and location privacy. 
The importance of this work relies on the fact that the 
proposed scheme remains transparent to the LBS 
provider. Moreover, the results obtained show that this 
approach focused on removing the trust from the LBS 
provider, did not represent an excessive increment on 
the cost and usage of the channel that makes our 
scheme a suitable and interesting improvement over 
previous works. 

Keywords. Anonymity, cryptography, location based 

services, privacy, scheme. 

1 Introduction 

Along with the widespread use and proliferation of 
Location Based Services (LBSs), came the 
concern on protecting personal information of 
LBSs users. The personal information in a request 
to that kind of services includes at least the user’s 
identity and position. If information is traveling in an 
insecure channel, it can be compromised by either 
the LBS provider or when it is stored on any of the 
servers the LBS provider uses. In other words, if 
we assume a non-trust relation with the LBS 
provider, any entity that obtains the user request 
could misuse personal information included on 
that request. 

Protecting the privacy and anonymity in the 
context of LBS’s generally sums up in protecting 
personal information of the LBS’s user that is 
shared along with the request, such as: the identity 
of the user and/or some identifier linked with the 
identity of the user, and the position of the user. 

Most of the related work focuses on protecting 
only one aspect of the LBS user, the identity or the 
position of the user. However, if it is desired to 
ensure that the request is truly anonymous and 
private, both aspects should be protected. In this 
work, we present a scheme that preserves user’s 
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privacy and anonymity, by using three 
cryptographic protocols. The main contributions of 
such scheme can be seen from two lines, in the 
first one, it protects the most important aspects 
concerning LBS’s security by anonymizing the 
identity and encrypting position of LBSs users, 
whereas most proposals focus on protecting only 
one of them. The second contribution is that the 
scheme remains transparent to the LBS provider 
by not requiring additional changes on it, because 
it is assumed that the LBS provider is not a 
trusted entity. 

The remaining of the paper is organized as 
follows. The section named Materials and Methods 
gives a brief introduction of Location Based 
Services and its security services, it also presents 
a review of anonymity and privacy security 
services from the location based point of view. 
Moreover, this work presents a review of the recent 
proposals addressing anonymity and privacy in 
such kind of services. After that, details proposed 
scheme by describing the three designed 
cryptographic protocols as part of our scheme. A 
cost-based analysis of the scheme from the 
communication channel usage perspective is 
presented in this section together with a security 
analysis. In the Results and Discussion section, 
some ideas and interpretations of the observed 
results are presented. After that, conclusions for 
this work are given. 

2 Security Services on Location Based 
Services 

As stated in [1] Location Based Services (LBS) can 
be defined as services that integrate a mobile 
device's location or position with other information 
in order to provide an added value to a user. There 
exist many types of LBS that try to construct an 
anonymity scheme, designing one which fits all of 
them, would be an exhaustive task, therefore, 
privacy and anonymity are two security services 
that should be considered very carefully. 

Privacy in LBS has become a critical security 
service, because there are many ways in which an 
attacker can intercept the data in a request. This 
fact can end up revealing more sensitive 
information of the LBS user, such as personal 
beliefs or patterns of life, by combining the data in 

the request with some other background 
knowledge. An attacker in LBS can be anyone with 
malicious intents, who can intercept the 
communication between the mobile device and the 
LBS provider or can access stored data at the 
communication endpoints. 

Attackers can be classified according to the 
knowledge they possess to help them infer private 
information of an LBS user [2]. This classification 
can be made in two dimensions, namely temporal 
information and context information. In addition to 
that, in order to protect from the different kind of 
attacks in LBS, there are three different protection 
approaches: identity protection, location protection 
and anonymity protection. 

2.1 Identity Protection 

One possible protection goal to ensure privacy of a 
LBS user is to hide the user identity while his 
position can be revealed. Identification information 
can be for instance the name of the user, his 
mobile phone number, a unique identifier or any 
static attribute that uniquely identifies the user. It 
should be remarked that even when the user hides 
his identity, an attacker could still be successful in 
deriving the user’s identity by analysing his position 
and additional context information [3]. 

2.2 Location Protection 

Beresford and Stajano in [4], defined location 
privacy as the ability to prevent other parties from 
learning one’s current or past location. Duckham 
and Kulik in [5], refined the concept by defining it 
as a special type of information privacy which 
concerns the claim of individuals to determine for 
themselves when, how, and to what extent location 
information about them is communicated to others. 
Furthermore, according to [6], privacy protection in 
LBS is concerned with the hiding of the exact 
location of the user making a query. 

2.3 Anonymity 

Pseudo anonymity was the first obvious approach 
to provide anonymity by replacing the real identifier 
of the user by an untraceable ID. However, privacy 
researchers have shown ways to break the 
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untraceable characteristic of the ID, exposing the 
location of the user [4, 6, 7].  

Since then, new anonymity solutions in LBS 
have been proposed, most of them developed 
under the definition proposed in [8], which is stated 
as being not identifiable within a set of subjects 
named the anonymity set.  

Based on the definition of anonymity given in 
[9], two kinds of anonymity approaches can be 
distinguished: Identity Anonymity and Location 
Anonymity. The first one is given when the identity 
of the subject cannot be distinguished from k−1 
identities corresponding to other LBSs’ users. In 
the second one, the location of an LBS user cannot 
be distinguished from k − 1 locations of other 
LBSs’ users. 

3 Privacy and Anonymity Security 
Services on Location Based 
Services 

From the security point of view, solutions that 
provide privacy through the anonymity approach in 
LBS can be classified in those solutions based on 
a cryptographic approach and those ones that do 
not make use of any cryptographic approach. The 
cryptographic approach considers blind 
signatures, mixnets, oblivious transfers and private 
information retrieval. Those one that do not make 
use of any cryptographic approach use spatial 
cloaking and fake location information. The related 
works considering the cryptographic approach are 
presented in the next section. 

3.1 Cryptographic Approach 

In 1982, David Chaum introduced blind signatures. 
They allow a message to be signed by an entity 
normally called the signer, without that entity 
knowing the content of the message [10]. The most 
relevant solutions, which use blind signatures or a 
combination of blind signatures with other 
cryptographic primitives, can be found in [11-18]. 
The basic idea behind such cryptographic 
constructions is to use the blind signature to 
generate an authorized anonymous message and 
its respective signature. After that, it is possible to 
find the real digital signature. 

From the network communications perspective, 
a mixnet can be defined as a multistage 
construction that uses cryptographic permutations 
to achieve anonymity [19]. The main component of 
a mixnet is the stage, which performs mixing 
operations, also known as the mix, such as: 
encryption, decryption and permutations. All of 
them consider a batch of inputs.  

In LBS, there is a reduced set of solutions that 
have been developed, mainly because the mixes 
used introduce high latency into the system, so 
special modifications have to be done to the 
architecture of the mixnet system in order to be 
applied in a practical way inside LBS’s. Examples 
of anonymous systems at the network layer can be 
found in [20, 21]. Moreover, solutions based on the 
application layer can be found in [22, 23]. 

Oblivious Transfer (OT) protocols allow one 
party called the sender, to transmit part of its inputs 
to another part called the receiver, in such a way 
that both parties are protected. The sender is 
assured that the receiver does not receive more 
information than its entitled, and the receiver is 
assured that the sender does not know which part 
of the input it received [23]. There are variants of 
OT constructions, which can be applied to protect 
privacy in LBS systems such as: Adaptive OT, 
Dynamic OT and Proxy OT. Example OT solutions 
that can be applied within the LBSs context are 
presented in [24, 25]. 

Other common cryptographic construction to 
preserve privacy in LBS is the Private Information 
Retrieval (PIR). The basic idea is that a user of 
LBSs can retrieve information from the LBS 
provider, without the provider knowing what 
particular information the user has requested. PIR-
based solutions are the first to provide perfect 
privacy and are not vulnerable to context 
information attacks. This is because location 
information is not revealed at any moment. Some 
of the most relevant works in this construction are 
presented in [26-28]. The PIR approach proposes 
that no trusted Third Party is necessary to enable 
these solutions to work. 

3.2 Non-Cryptographic Approach 

In some cases, solutions that use a cryptographic 
approach are not the first choice when trying to 
provide privacy to the LBS’s user. This is because 
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of the computational power needed to 
deploy them.  

In those cases, the approaches presented in 
this section are spatial cloaking and fake 
location information.  

Spatial cloaking solutions represent the most 
common used technique for protecting privacy 
in LBS.  

The basic idea is that the user’s exact location 
can be blurred into a cloaking area that satisfies a 
degree of anonymity, given by a metric or specified 
by the user.  

The set of solutions can be further classified by 
the architectural approach they use centralized 
trust third party and peer to peer architecture 
solutions. For the first set, the most important 
works can be found in [29-33]. In these solutions, 
a trusted server, named the anonymizer, is 
responsible of hiding the user’s exact location into 
the cloaked area, which satisfies the privacy 
requirements defined by the user and then sending 
the query to the service provider. A variation of the 
explained cloaking solution is presented in [34], 
where instead of sending a cloaking region to the 
LBS provider, a substituted position representing 
the cloaking region is chosen and sent to the user. 

The main idea of peer to peer architecture 
solutions is presented in [35-38]. In these works, 
the functionality shows that a set of mobile devices 
agrees with each other in order to produce the 
cloaking region. A representative mobile device of 
the peer-to-peer system built is chosen in order to 
send the anonymized query to the LBS provider. A 
new approach to the techniques shown so far is the 
one presented in [39]. In this work the authors 
propose taking advantage of the Cloud Computing 
and replace the Trusted Third Party anonymizer by 
a cloud-based server. This cloud-based server is 
capable of computing the cloaking region but is not 
trusted by the users. 

Most of the described solutions use the 
independent architecture approach in order to hide 
the user’s real location among other fake locations 
generated by the mobile device, which tries to 
issue the request. The basic dummy technique is 
presented in [40] and consists in an LBS user 
sending its true position along with several false 
positions to the LBS Provider, which creates a 
reply message to all position data received. Once 
the LBS user receives all the responses, it simply 

extracts the response, which corresponds to its 
true position.  

In addition to that, different proposals based on 
this approach are presented in [37, 38, 41, 42]. 

3.3 Cryptographic and Non-Cryptographic 
Approach 

In order to take advantage of the best 
characteristics of the previous approaches, a 
hybrid approach can be found.  

While the cryptographic approach fits into 
providing identity anonymity, the non-
cryptographic approach fits into providing position 
privacy to the LBS’s users. 

Another special categorization could be made 
based on how the solutions are presented such as 
algorithms, frameworks, architectures, controls 
and schemes. Proposals based on that 
categorization are described in [43, 44]. 

4 Proposed Anonymity Scheme 

Our anonymity scheme considers Identity 
Anonymity and Location Anonymity as a way to 
benefit and protect the most sensitive data of an 
LBS request. It was designed to be a billing service 
for those LBS users that wish to anonymize their 
request to LBSs. In other words, the anonymity 
scheme was designed for those LBSs, which 
require identity information, and need only a 
location point to provide the service. 

The proposed scheme can be subdivided into a 
set of cryptographic protocols: identity anonymity, 
position anonymity and privacy of the response 
protocol. All of them are developed by different 
entities that are described below. 

4.1 Architecture of the Proposed Anonymity 
Scheme 

The architecture of the anonymity scheme consists 
mainly in five entities. The Centralized Trusted 
Third party approach is used as a way to minimize 
the workload that the mobile device has to do in 
order to perform the Anonymization of the requests 
made to a LBS Provider. Another important factor, 
which was considered when choosing the 
participating entities, was the fact that the LBS 
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Provider is not a trusted entity; therefore, 
intermediate trusted entities must provide the 
Anonymity Service. 

The entities, which participate on the anonymity 
scheme, can be roughly divided into three types of 
entities: LBS users, Trusted Third Party Servers 
and LBS Providers. 

4.2 Identity Anonymity in the Proposed 
Anonymity Scheme 

Two main building blocks are used to design the 
cryptographic protocol that is focused on 
anonymizing the identity of the user. The first 
building block is referred to as ‘dummies identifiers’ 
which is considered to conceal the real identifier 
used to access the LBS.  

The second block is referred to as the ‘blind 
signature primitive’, used to construct an 
anonymous ticket to be able to anonymize the 
position of the user. This ticket hides the real user 
identifier employed to access the LBS. 

With a given value k, provided by the user of the 
anonymity service, a set of valid identifiers different 
from the real’s user identifiers used to access the 
LBS, are selected.  

From these selected identifiers the anonymous 
tickets are constructed based on [16], which 
besides using the blind signature primitive, uses 
the Elliptic Curve Discrete Logarithm Problem 
(ECDLP) [45] to hide the identifier of the LBS user, 
where the ECDLP deals with finding an integer d ∈ 

[0, n-1] such that Q = dP where P and Q ∈ E(K). In 
this case, d represents the identifier of the user.  

4.3 Position Anonymity in Proposed Anonymity 
Scheme 

In order to anonymize the real position of a LBS 
user, we consider a building block that produces k-
1 false positions using a square grid of area s. 
Such real position is hidden on a vertex of the 
square grid. In it, only the trusted server (Position 
Anonymizer), which produces the false positions, 

 

Fig. 1. Identity anonymity cryptographic protocol 
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is the one that knows in which vertex of the square 
grid the real position of the user is located.  

Once the false positions are produced, the 
Position Anonymizer proceeds on constructing the 
requests, which are to be sent to the LBS Provider.  

4.4 Privacy of the Response in the Proposed 
Anonymity Scheme 

After responses are received from the LBS 
Provider, the entity that is responsible of sending 
the requests must select the response, which 
corresponds to the real position of the LBS user. 
Once the correct response is selected, the privacy 
of the response must be protected as it contains 
probable places where the LBS user can be found 
at some time, thus this response can end up de-
anonymizing the LBS user. 

The main block, which is considered to protect 
the service response as it travels to the LBS user, 
is the encryption of it. Also, the verification of the 
authenticity of the response by a digital signature 

is a block used, before delivering the final response 
to the LBS user. 

4.5 Cryptographic Protocols in our Anonymity 
Scheme 

As we mentioned, the proposed scheme is formed 
by three cryptographic protocols: The Identity 
Anonymity, Position Anonymity and Confidentiality 
of the Response Subservice. Additionally, a Setup 
Protocol is used to make the necessary 
arrangements for the other protocols to work 
appropriately. It consists on the agreement on an 
elliptic curve defined over a finite field 𝐾, the 
generation and load of two asymmetric key pairs 
for signing messages. 

Identity anonymity cryptographic protocol. It is 
shown in Figure 1 (based on [19]). It works as 
follows. The LBS user selects two parameters: k 
and s. k defines how many tickets will be computed 
(among how many users, the identity of the user 
will be anonymized) and s defines the area that will 
be used to anonymize the position of the LBS user 

 

Fig. 2. Position anonymity cryptographic protocol 
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(this parameter is used by Position Anonymity 
Protocol). The LSB also generates two random 
numbers S and B.  

For each ticket produced by Si, Bi ; 1 ≤ i ≤ k. 
These random numbers must be kept secret. 
Then, 𝐾 random dummies identifiers (IdU) are 
selected. Such identifiers will be hidden on the 
point P considering the selected elliptic curve 
during the Setup Protocol. For each dummy 
identifier (1 ≤ i ≤ k), the points 𝑊𝑖 and 𝑍𝑖 are 
computed according to 𝑊𝑖 = 𝐼𝑑𝑈 ∙ 𝑆𝑖  ×  𝑃 =
 (𝑥𝑤𝑖 , 𝑦𝑤𝑖) and 𝑍𝑖 =  𝑆𝑖  ×  𝑃 = (xzi, yzi). From these 

Y-coordinates of the points 𝑊𝑖 and 𝑍𝑖  with (1 ≤ 𝑖 ≤
𝑘), are discarded becoming 𝑊𝑖 = (𝑥𝑤𝑖) and 𝑍𝑖 =
(𝑥𝑧𝑖). Using the points 𝑊𝑖, 𝑍𝑖 and a time stamp, 

partial tickets 𝑇𝑖 are obtained from a hash function, 
𝑇𝑖 = ℎ(𝑊𝑖 ⊕  𝑍𝑖 ⊕ 𝑡) with (1 ≤ 𝑖 ≤ 𝑘). Considering 

the random numbers 𝐵𝑖 previously generated, 
computed tickets are blinded using a blinding 
factor and the signer’s public key (𝑛, 𝑒), according 
to Blind (𝑇𝑖) = 𝐵𝑖

𝑒 ∙ 𝑇𝑖 𝑚𝑜𝑑 𝑛.  

The set of produced blind tickets 𝑇𝑖 (1 ≤ i ≤ k) 
is sent to the Ticket Issuer, along with an identifier 
(IdUser), which links the LBS User with the 
anonymity service. When the ticket issuer receives 
the mentioned tickets and identifiers, he proceeds 
to verify that the identifier is registered to request 
the anonymity service. From the received set of 
tickets, the ticket issuer randomly chooses one 
ticket to be blindly signed denoted by (𝑇𝑗). The 

Ticket Issuer informs the Mobile Device which 
ticket was selected. He replies by sending the 
necessary parameters to compute the rest of the 
tickets, which will not be signed. For each ticket 

{T1, T2, … , TK} − {Tj}, the hidden dummies 

identifiers, and the random numbers generated, in 
the beginning, are needed. Once the Ticket Issuer 
receives the parameters, he computes the partial 
tickets the same way the mobile devices did. Then, 
the Ticket Issuer compares the partial tickets 
previously computed against the ones he received 
before. If true, he signs the 𝑇𝑗 ticket with its private 

key (𝑑), 𝑆𝑑(𝑇𝑗)= 𝑏𝑙𝑖𝑛𝑑(𝑇𝑗)
𝑑

 𝑚𝑜𝑑𝑛. Finally, the 

Ticket Issuer returns the signed ticket to the 
LBS User. 

Position anonymity cryptographic protocol. This 
protocol is an extension of the Identity Anonymity 
Protocol, where the LBS user selected the 
parameters k and s. In this protocol, k stands for 

the number of dummies positions that are 
produced, among which the real position of the 
user will be indistinguishable, s stands for the area 
where the real position of the user will be hidden. 
In it, once the LBS user has signed the partial ticket 
obtained in the Identity anonymity protocol, he will 
proceed on constructing the service request, which 
includes his real position, the parameters selected 
to anonymize his position, and the complete ticket 
which will grant him access to use the controls to 
anonymize his position i.e. the Position 
Anonymity Protocol.  

It works as follows: The LBS user produces two 
random numbers c1 and c2. Then, computes 

points 𝐴 and 𝐵 on the selected elliptic curve, with 

𝐴 = 𝑐1 𝑋 𝑃 and 𝐵 = 𝑐2 𝑋 𝑃. In addition to that, 
constructs the complete ticket by concatenating 
the signed partial ticket, the previously computed 
points on the elliptic curve and a time stamp. It is 
made by considering 𝑇𝑖𝑐𝑘𝑒𝑡 =

(𝑆𝑑(𝑇𝑗), 𝐴, 𝐵, 𝑊, 𝑍, 𝑡). Finally, the LBS user sends 

the verifier the Ticket along with his position, the 
anonymity parameters (𝑘 and 𝑠), the query to the 
LBS and a user identifier, which is registered at the 
Verifier in order to provide the anonymity service 
(IdUser). All of these data are encrypted with a 
secret key. Once the Verifier receives the request, 
he proceeds on decrypting the data by doing 
the following.  

He checks that: The user identifier effectively 
has access to the Anonymity Service, that the time 
stamp of the request is still valid and that the blind 
signature on the ticket. After that, and only if the 
validations are correct, the verifier selects a 
random number 𝑥, which will be a challenge for the 
LBS User. He also sends the challenge to the LBS 
User. The LBS User receives the challenge 𝑥 and 
computes the response to the challenge with 

𝑓(𝑥) = (𝐼𝑑𝑈𝑗  . 𝑆𝑗  . 𝑥) +  𝑐1 and 𝑔(𝑥) =  𝑆𝑗 . 𝑥 + 𝑐2. 

The LBS sends the response to the challenge to 
the Verifier. The verifier checks that the computed 
responses to the challenges are correct with 
𝑓(𝑥) 𝑋 𝑃 == 𝑊 . 𝑥 + 𝐴 and 𝑔(𝑥)𝑋 𝑃 == 𝑍 . 𝑥 + 𝐵. If 
true, the verifier sends the original encrypted 
request; he received form the LBS User, to the 
Position Anonymizer.  

The Position Anonymizer receives the request, 
decrypts it and validates if: Is the received identifier 
registered to receive the anonymity service? Is the 
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signature on the anonymous ticket valid? And if is 
the time stamp on the ticket still valid?  

After that and once all the validation process 
turned out correct, the Position Anonymizer 
proceeds on producing the false positions using 
the GridDummy algorithm proposed at [37]. With 
the false positions produced, the Position 
Anonymizer constructs the service requests that 
have to be sent to the LBS Provider. It is made by 
concatenating a false identifier, one of the 
positions produced previously and the service 
request he received from the verifier. Among this 
set of false requests, the real request of the user is 
never known. The Position Anonymity protocol 
described above is presented in Figure 2. 

Response cryptographic protocol: The 
response cryptographic protocol, aims at 
protecting the privacy of the response from the 
query made by the LBS User. It is important to 
notice that this protocol does not ensure the 
anonymity of entity that produced the response, 
but protects it from possible eavesdroppers of the 
communication between the mentioned entities, in 
such a way that if the mentioned response gives 
out some private information of the LBSs users it 
will not be exposed. 

The protocol has as a starting point the set of 
queries constructed by the Position Anonymizer on 

the Position Anonymity Protocol and is presented 
in Figure 3. It works as follows:  

The Position Anonymizer sends the set of 
request constructed to the LBS Provider 
according to: 

𝑆𝑒𝑛𝑑 (
{(𝐼𝑑𝑈0, 𝐹𝑃[0], 𝑞𝑢𝑒𝑟𝑦), … . . ,
(𝐼𝑑𝑈𝑘 , 𝐹𝑃[𝑘 − 1], 𝑞𝑢𝑒𝑟𝑦)

}). 

The LBS Provider receives the set of requests 
and computes the responses to each one of 
them as:  

𝐶𝑜𝑚𝑝({(𝐼𝑑𝑈0, 𝐹𝑃[0], 𝑞𝑢𝑒𝑟𝑦), … . . , 
(𝐼𝑑𝑈𝑘 , 𝐹𝑃[𝑘 − 1], 𝑞𝑢𝑒𝑟𝑦)}). 

The LBS Provider sends each one of the 
responses to the Position Anonymizer as soon as 
he obtains the response, as follows: 

𝑆𝑒𝑛𝑑([(𝑛00
,  𝑎𝑑𝑑𝑟00

), … ,

(𝑛𝑛0
, 𝑎𝑑𝑑𝑟𝑛0

)],   [(𝑛0𝑘
, 𝑎𝑑𝑑𝑟0𝑘

), … , (𝑛𝑛0
, 𝑎𝑑𝑑𝑟𝑛𝑘

)]), 

with (0 ≤ 𝑛 ≤ 60). The Position Anonymizer 
receives the responses, and discards, the ones 
that do not correspond to the real position of the 
LBS User with:  

𝑅𝑒𝑠𝑝 = 𝑆𝑒𝑙𝑒𝑐𝑡([(𝑛00
, 𝑎𝑑𝑑𝑟00

), … , (𝑛𝑛0, 𝑎𝑑𝑑𝑟𝑛0)], … ,

[(𝑛0𝑘
, 𝑎𝑑𝑑𝑟0𝑘

), … , (𝑛𝑛0, 𝑎𝑑𝑑𝑟𝑛𝑘)]), 

where  (0 ≤ 𝑛 ≤ 60). 

 

Fig. 3. Response cryptographic protocol 
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The Position Anonymizer encrypts the 
response with the pre-shared symmetric key and 
signs it with his private key, 𝑆𝑖𝑔𝑛𝑒𝑑 𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒 =
𝑆𝑑𝐸𝑘(𝑅𝑒𝑠𝑝). After that he sends it to the Ticket 
Issuer. The Ticket Issuer receives the response 
and verifies the signature on it with the Public Key 
form the Position Anonymizer, 𝑉𝑒 = (𝑆𝑑𝐸𝑘(𝑅𝑒𝑠𝑝)).  

The ticket Issuer sends the encrypted response 
to the LBS User who made the original query. The 
LBS User receives the encrypted response and 
decrypts it with the symmetric key with 𝑅𝑒𝑠𝑝 =
𝐷𝑘(𝐸𝑘(𝑅𝑒𝑠𝑝)). 

5 Evaluation of the Proposed Scheme 

Once the proposed anonymity scheme was 
described, this section discusses its evaluation in 
terms of the amount of data exchanged trough the 
communication channel, considering a set of 
parameters defined for testing purposes and a 
proof of concept software implementation.  

The evaluation of efficiency and performance of 
the proof of concept implementation developed for 
the Anonymity Scheme is expected to show that 
the proposed protocols do not depend only on the 
proposed designs, but depend on other factors too, 
like how the implementation is done. 

5.1 Setting the Testing Environment 

Equipment used: The architecture for the 
anonymity scheme mainly consists of 5 entities. 
Therefore, a selection of the equipment to 
represent each one of these entities was made. 
The entity of the mobile device, which is controlled 
by a LBS User, was represented by a Tablet ASUS 
MEMO Pad HD7, OS Android, Quad Core, 1.2 
GHz, 1 GB RAM, 16 GB SSD. The Trusted Third 
Party Entities, which take part on the protocols to 
anonymize the identity and position of the LBS 
User, as well as in the protection of the service 
response, are all represented by a Mac Book Air, 
OS X Yosemite, 1.8 GHz core i5, 4 GB RAM, 128 
GB HDD. 

Networking settings for connection with the 
Trusted Third Party Servers: A TCP connection 
was preferred over an UDP connection due to the 
fact that a reliable connection with no data loss was 
a necessary requirement for the scheme to be 
correctly deployed. Moreover, fixed TCP ports 
were assigned to each Trusted Third Party in order 
to represent the communication between entities. 
The ports that start the communication with the 
fixed ports were dynamically assigned by the OS: 
Ticket issuer receives requests on 4444, verifier 
receives requests on 4040, and position 
anonymizer receives requests on 4446. The 

 

Fig. 4. Considered messages in the evaluation of the identity anonymity protocol 
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service response ticket issuer waits the response 
on port 3333 and the mobile device keeps the 
connection open on the dynamically assigned port 
by the Operating System.  

5.2 Used Software 

LBS Provider: The target LBS Provider chosen to 
do the tests was the API offered by Google, called 
Google Places. It performs a nearby places 
search, which is a type of LBS that complies with 
the characteristics of the proposed 
Anonymity Scheme. 

The request to the LBS is an https request with 
the following format: https://maps.googleapis.com/ 
maps/api/place/nearbysearch/output?parameters. 
In order to be able to perform a request, a key 
needs to be assigned to each user, which links the 
user to his email address, therefore it is considered 
as the identity information of the LBS user. 
Additionally, to the access key, the following 
parameters are needed to make the request: (i) 
User location, given by the latitude and altitude 
coordinates of the mobile device. (ii) Radius 
definition, which defines the distance in meters 
where to perform the search and (iii) Types of 
places to return (i.e. restaurants, cinemas, schools, 
or other places of interest). 

By default, the search returns 20 responses. In 
case that there exist more than 20 places in the 
response, an additional key is needed and 
included on the response to the query, then the 
user would have to construct the additional 
request. At most 60 results are returned, meaning 
that at most 3 requests can be made to the LBS 
Service. It is important to mention that the format 
in which the results were returned was chosen to 
be of the JSON type, because this is the one 
recommended in the Google Places 
API Documentation. 

Mobile Device and Trusted Third Parties: The 
implementation of the scheme formed by our three 
cryptographic protocols, which were deployed on 
the mobile device, the ticket issuer, the verifier and 
the position anonymizer, was made on the Java 
Programming Language. The choice of the 
programming language was based on the fact that 
the hand-held device performing the role of the 
mobile device was assumed to run the Android 

Operating System, and Java is the official 
language for Android Development. 

In order to perform the cryptographic operations 
needed on the protocols, such as the elliptic curve 
point multiplication, digital signatures, blind 
signatures, hash values computations, encryption 
and decryption of messages, two cryptographic 
providers were used: Bouncy Castle and Spongy 
Castle (the Android Version), and the 
SunJCE Provider. 

The messages exchanged between entities 
were formatted with JSON, in order to have an 
easy parsing of the transmitted data. 

5.2 Scheme Parameters 

First of all, the entities participating on the 
Anonymity Scheme have to know the IP addresses 
and TCP ports, they will be communicating with, as 
follows: (i) The Mobile Device has to know the IP 
address and correspondent TCP ports of the Ticket 
Issuer and Verifier, (ii) The Verifier has to know the 
IP address and TCP port assigned to the Position 
Anonymizer, (iii) The Position Anonymizer has to 
know the IP address and TCP port assigned to 
receive the response at the Ticket Issuer. 

Secondly, there must be an agreement on the 
elliptic curve to be used for computing the blind 
tickets. The Mobile Device, the Ticket Issuer and 
the Verifier must select one of the following curves: 
P256, P521, B233, B409. Once the elliptic curve is 
selected, a minimum of 9 access tokens for LBS 
must be loaded at the Mobile Device and the 
Position Anonymizer (as 9 is the minimum number 
of tickets to be produced). Additionally, the keys 
needed to sign/verify and encrypt/decrypt must be 
generated and loaded on each 
correspondent entity. 

5.3 Other Definitions for the Evaluation 

Based on the deployed implementation, some 
information about the data units (segments) that 
are exchanged between the entities participating 
on the implementation of each one of the protocols 
was collected. The data units, which travel at the 
transport level of the TCP/IP model, represent the 
process-to-process communication between hosts 
interconnected by a communication network, in our 
case a LAN network.  
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For this test bed, two protocols data units were 
considered: TCP segments and TLS segments 
(used on the requests to the LBS Provider). The 
proof of concept was divided in such a way that the 
data units exchanged in each protocol could be 
counted. The parameters, which were used in 
order to run the different tests, are: (i) The number 
of tickets to be produced or number of individuals 
from which the LBS wants to be anonymized, 

denoted by 𝑘,  (ii).  

The elliptic curve, which was used to produce 
the anonymous ticket, and which is also verified at 
the Verifier and Position Anonymizer.  

The selection of the parameters was based on 

the idea that the parameter 𝑘 is used in two of the 
three protocols, which integrate the Anonymity 
Scheme: Identity Anonymity Protocol and Service 
Response Protocol.  

The selected Elliptic Curve is used in two of the 
three protocols: Identity Anonymity Protocol and 

Table 1. Types of data units correspond to different elliptic curve 

K Elliptic Curve CE Data Control T 

9-P256 3 16 35 54 

9-P521 3 19 21 43 

9-B233 3 22 19 44 

9-B409 3 20 18 41 

25-P256 3 46 36 85 

25-P521 3 43 41 87 

25-B233 3 48 35 86 

25-B409 3 46 33 82 

64-P256 3 109 77 189 

64-P521 3 110 79 192 

64-B233 3 110 76 189 

64-B409 3 108 81 192 

Table 2. Total number of data units that were exchanged on the implementation of anonymity position protocol 

K-Elliptic Curve CE Data Control CT T 

9-P256 6 17 19 8 50 

9-P521 6 22 16 8 52 

9-B233 6 12 24 8 50 

9-B409 6 19 19 8 52 

25-P256 6 18 18 8 50 

25-P521 6 19 19 8 52 

25-B233 6 18 18 8 50 

25-B409 6 19 19 8 52 

64-P256 6 18 21 8 53 

64-P521 6 19 19 8 52 

64-B233 6 18 18 8 50 

64-B409 6 19 21 8 54 
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Position Anonymity Protocol. Therefore, a total of 
12 tests for each protocol were run considering the 
combination between k (9, 25, or 64) and the 
elliptic curve (P256, P521, B233, or B409). In order 
to be able to perform the counting of messages, 
the traffic between the entities was captured and 
analyzed using the Wireshark Tool. 

Moreover, for a TCP connection, different types 
of data units were counted: (1) Streams in which 
the connection establishment is performed, (2) 
Streams in which the connection termination is 
achieved, (3) Streams which contain the data that 
were meant to be sent, (4) Other types of streams 
such as flow control data, congestion information, 
error messages, retransmission of lost segments 
and acknowledgments without data. 

5.5 Evaluation of the Identity Anonymity 
Protocol 

For the Identity Anonymity Protocol, the messages 
shown in Figure 4 were considered, in order to 
compare them with the number of protocol data 
units exchanged on the implementation of this 
specific protocol. 

In order to count the data units, which 
correspond to the Identity Anonymity Protocol, a 
TCP connection established between the LBS 
User and the Ticket Issuer listening at port 444 was 
considered. The connection termination segments 
were not considered on the total count as the 
connection finishes at the Service Response 

Protocol, when the LBS User receives the final 
response from the Ticket Issuer.  

In Table 1, the different types of data units that 
correspond to the mentioned classification are 
shown as well as the total data units in each 
connection. In such Table, CE means connection 
establishment, CT means connection termination 
an T means total data units.  

As far as observed, the maximum number of 
data units exchanged between the Mobile Device 
and the Ticket Issuer is 192, compared to 4 
messages exchanged on the protocol shown in 
Figure 5. 

5.6 Evaluation of the Identity Anonymity 
Protocol 

The Position Anonymity Protocol exchanges 4 
messages as shown in Figure 5. In order to count 
the number of data units exchanged on the 
implementation of the Position Anonymity Protocol, 
two TCP connections were considered: 

1. LBS User connection with the Verifier, listening 
at port TCP 4040. 

2. Verifier connection with the Position 
Anonymizer, listening at port TCP 4446.  

The total number of data units (considering both 
TCP connections), which were exchanged on the 
implementation of this protocol are shown in Table 
2. In this Table, CE means connection 

 

Fig. 5. Four exchanged messages considered for the evaluation of the position anonymity protocol 
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establishment, CT means connection termination, 
T means total data units. 

The maximum number of data units exchanged 
on the Implementation of this second protocol is 
54, against four messages, which are exchanged 
on the Protocol. 

5.7 Evaluation of the Response Cryptographic 
Protocol Messages 

The response cryptographic protocol consists of 

2𝑘 + 2 messages exchanged between the 
participating entities, as observed in Figure 6. In 
order to consider the total number of data units 
exchanged on the Implementation of the Service 
Response Protocol, a variable number of transport 
level connections were considered: 

1. Transport level connections established 
between the Position Anonymizer and the LBS 
Provider. The number of connections depend 
on the number of requests made to the LBS 
Provider. It is important to say that the LBS 

User can choose the parameter 𝑘 in this 
protocol. It represents the total number of 
requests that have to be made to the LBS 

Provider. It was found that for 𝑘 = 9, a total of 
11 TCP connections were made, these 
connections include the data units 
corresponding to the TLS Version 1.2 protocol 

built on top of the TCP Connection. For a 𝑘 = 

25, a total of 27 TCP connections were made, 
and for a k = 64, a total of 66 TCP connection. 

2. One TCP connection between the Position 
Anonymizer and the Ticket Issuer that is 
listening at TCP port 3333. 

3. Part of the TCP connection which was 
established between the LBS User and the 
Ticket Issuer on the Identity Anonymity 
Protocol Implementation, the data units which 
are counted here include only the data units 
corresponding to the response which the LBS 
receives and the correspondent TCP 
connection termination. It is important to say 
that the TLS data units, which were counted as 
part of the exchanged data on the protocol 
implementation, are divided into 3 types of 
data units: TLS Handshake data units, which 
include the change cipher spec data units, TLS 
Alert Data Units and TLS Application Data. The 
total number of data units exchanged on the 
Implementation of the Response cryptographic 
protocol, considering all the messages 
exchanged, according to Figure 6, can be seen 
in Table 3, where TLS H means Transport 
Layer Security handshake, TLS A means 
Transport Layer Security alert, TLS AD means 
Transport Layer Security application data, CE 
is connection establishment, TCP Data means 
transmission control protocol (data), TCP 

Table 3. Total number of data units exchanged on the implementation of the response cryptographic protocol 

K-Curve TLS H TLS A TLS AD CE TCP D TCP C TCP CT T 

9-P256 47 11 166 36 8 241 52 561 

9-P521 47 11 178 36 9 239 52 572 

9-B233 47 11 161 36 9 229 52 545 

9-B409 47 11 160 36 8 231 52 545 

25-P256 111 27 487 84 8 625 116 1458 

25-P521 111 27 478 84 7 632 116 1455 

25-B233 111 27 492 84 10 666 116 1506 

25-B409 111 27 493 84 8 604 116 1443 

64-P256 270 66 1173 201 9 1473 272 3464 

64-P521 270 66 1224 201 10 1546 272 3589 

64-B233 270 66 1192 201 8 1467 272 3476 

64-B409 270 66 1287 201 7 1522 272 3625 
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control is transmission control protocol 
(control), TCP CT means transmission control 
protocol (connection termination) and T means 
total data units. 

As observed in Table 3, the maximum number 
of exchanged data units in the Implementation of 
the Response cryptographic protocol, is 3625 

against 2𝑘 + 2 = 2(64) + 2 = 130 messages from 
the protocol. 

6 Results of the Evaluation of the 
Proposed Scheme 

Regarding the parameter 𝑘, the obvious 
hypothesis is to say that the smaller the value, the 
less number of total data units are to be produced, 
consequently the results turned out to prove such 

hypothesis; however, considering that 𝑘 is a 
parameter which represents the degree of 
anonymity that the LBS User will have, it keeps up 
to the user itself to decide which number of 
dummies are to be used to make it 
indistinguishable. 

Even though, the obtained results did not give 
any clear recommendation of the scheme’s 
parameters in order to minimize network traffic by 
producing the minimum number of data units; if 
such kind of suggestion has to be made, then the 
recommendation would be to choose the binary 

curve B-409 in combination with a value 𝑘 = 25.  

Hence, B-409 has turned out to be the curve, 
which produced the minimum number of 
exchanged data units in two of the three protocols.  

However, the value 𝑘 = 25 could be considered 
as a good balance between the degree of 
anonymity wanting to be achieved and the total 
data units exchanged on the protocols. 

Other important remarks regarding the total 
data units produced by the proof of concept 
implementation of the Anonymity Scheme turned 
out to be:  

 The theoretical number of messages 
exchanged considered when designing a 
protocol turns out to be outnumbered by the 
real number of messages exchanged in an 
implementation.  

 The real number of messages (PDU) 
exchanged between the entities of an 
architecture depends on many factors like: the 
encoding used, the kind of connection desired 
(reliable or not reliable), as well as clearness 
on the network which can lead to the need of 
retransmitting data units if a reliable 
connection was chosen. 

The selection of an architectural approach 
involving Trusted Third Parties and dummy 
locations instead of using Spatial Regions in order 
to provide Anonymity let us manage the level of 
privacy of the LBS user even considering possible 
raises of the communication costs.  

In this sense, even the expected results show 
that communication costs would rise above most of 
the proposed solutions, the resulting number of 

 
Fig. 6. Messages exchanged between the participating entities in the response cryptographic protocol 
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messages exchanged between the entities 
participating in the proposed anonymity scheme 
ends up being considerable higher than the 
combination of protocols with the minimum number 
of messages (lower communication cost), but not 
higher than the combination of protocols with the 
maximum number of messages, which leads us to 
enunciate that: A trusted relation with the LBS 
Provider is not a necessary condition to provide 
anonymity and maintain the communication costs 
in a reasonable margin. 

7 Security Analysis of the Proposed 
Anonymity Scheme 

The identity and position anonymity protocols were 
designed in such a way that each Trusted Third 
Party Server only know part of the sensitive data to 
be anonymized (the identity or the position). In our 
scheme, the ticket issuer (first Trusted Third Party 
Server) did not learn any information of the user 
(nor his identity or his position). Additionally, even 
though the verifier and position anonymizer do 
know the position of the user, they do not keep 
records of the requests received that could lead 
them to perform a correlation attack. Lastly, it is 
important to mention that besides the controls used 
to guarantee the anonymity of the LBS Users, a 
trust relation is assumed between the Trusted 
Servers and the LBS User, this could be easily 
achieved by a confidentially Agreement between 
the LBS User and the Provider of the 
Anonymity Service. 

Finally, the security analysis is done by 
describing the resistance to single request attacks, 
which were considered when designing the 
Anonymity Scheme. 

It is important to notice that a Service request, 
in the context of this investigation, is composed of 
a set of k-queries made to the LBS Provider, which 
include the real position of the user. This set of 
requests can be linked to one IP address (the 
Position Anonymizer IP address). 

Each of the k-queries include: User identifier or 
token used to access the LBS, location associated 
with the LBS User (latitude and longitude 
coordinates, radius, defines the distance (in 
meters) within which to return the response and 

type which restricts the results to places from the 
specified type. 

A service request can be represented as an 
array of the afore-mentioned values: 

[((𝑡𝑜𝑘𝑒𝑛0), (𝑥0, 𝑦0), 𝑟𝑎𝑑𝑖𝑢𝑠, 𝑡𝑦𝑝𝑒), … , ](𝑡𝑜𝑘𝑒𝑛𝑘), ((𝑥𝑘 , 𝑦𝑘),

𝑟𝑎𝑑𝑖𝑢𝑠, 𝑡𝑦𝑝𝑒), 

for a set of defined attacks, the possible 
adversaries and the power they have and the 
information they possess is mentioned as follows. 
Also, the theorem, which enunciates the resistance 
to the attack, and its resistance proof is presented. 
The single request attacks that are analysed are 
centre of K-ASR attack, abnormal points attack, 
colluding attack and inference attack. 

7.1 Centre of K-ASR Attack 

The scope of this attack is to produce an 
anonymizing spatial region enclosing k-users 
within it. It consists on the real position of the user 
being easily revealed as it tends to be found in the 
center of the spatial region [46,47]. Even though 
the proposed anonymity scheme does not produce 
a region to be sent to the LBS Provider, the set of 
false positions produced along with the real 
position form a region itself, which represents the 
Spatial Region. As a consequence, the resistance 
against this attack can be proved. Possible 
adversaries are the LBS Provider or an 
eavesdropper between the Position Anonymizer 
and the LBS Provider. His power could be used 
with one service request from one LBS User. 

Theorem: The proposed Anonymity Scheme is 
resistant to the center of K-ASR attack 

Proof: It is assured that the false positions 
produced by the proposed scheme does not 
produce an area, which center has a large 
probability of being the real position of the user; 
this relies true because the true position of the user 
is attached to a grid vertex which is randomly 
chosen. As long as the random function, which is 
used to choose the vertex of the grid, remains 
secure, the scheme is proven to be resistant to the 
center of K-ASR attack. 

7.2 Abnormal Points Attack 

This attack is successful when an uneven 
distribution of the positions is used to construct a 
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spatial region or when the users are not distributed 
homogeneously in the spatial region [48]. Possible 
adversaries are the LBS provider or an 
eavesdropper between LBS Provider and position 
anonymizer. His power could be used with one 
service request from one LBS User. 

Theorem: The proposed anonymity scheme is 
resistant to the abnormal points attack. 

Proof: A scheme that produces a cloaking 
region or a spatial region containing a set of false 
positions including the real position of the user. It 
can give out the real position of the user if the real 
position of the user is isolated from the rest of 
positions. If the adversary tries to perform this 
attack to the proposed anonymity scheme, he first 
would need to reconstruct the area formed by the 
set of requests received in around the same 
time frame.  

Once the area is constructed, if a position is 
isolated from the rest of positions, then probably 
that position is the real position of the user. The 
proposed anonymity scheme uses the Grid 
Dummy algorithm, which produces a set of false 
positions. These false positions are equally 
distributed in a grid along with the real position of 
the user. The distance between each pair of 
positions is given by the parameter 𝑔. This 
parameter determines the side length of each grid 
cell, therefore a position which is isolated from the 
other positions of the grid cannot be the output of 
the algorithm and as a consequence it cannot be a 
position sent to the LBS Provider. Based on that 
statement, it is concluded that the proposed 
scheme is resistant to the abnormal points attack. 

 7.3 Colluding Attack 

A colluding attack consists on a set of users 
colluding with each other in order to obtain 
sensitive information of a target user (the identity 
or position of a LBS User). A scheme is said to be 
colluding attack resistant if user’s information is 
independent from other users [49]. Possible 
adversaries are a set of colluding users authorized 
to use the anonymity scheme. His power is as 
follows: each colluding user has access to the 
scheme, meaning he can interact with the trusted 
third party entities, but cannot know exactly which 
false requests were made in his name (his service 
request). Answer to the service request each 

colluding user made. Theorem: The proposed 
Anonymity scheme is resistant to the colluding 
attack. 

Proof: Each query made to the LBS provider 
contains locations and fake tokens (identifier of the 
LBS User) to access the LBS. The false locations 
and fake tokens have the same probability of being 
produced through the scheme meaning that the 
colluding users will have 1⁄k probability of guessing 
the identity or position of the target user (the same 
probability that an eavesdropper between the 
position anonymizer will get). Furthermore, due to 
the fact that the position anonymizer acts as a 
proxy between the real user and the LBS provider, 
the LBS provider cannot know which one was the 
real LBS’s user that did the request.  

If the colluding users make use of the scheme 
to try to figure out the real position or identity of the 
user, they will not get any information of the target 
user. This is because every set of positions and 
fake tokens produced are independent from 
previously generated data, every parameter used 
to anonymize the identity and position of the user 
is new on every execution of the scheme. 
Moreover, a pattern cannot be identified of how the 
fake positions or fake tokens are chosen, just by 
using the anonymity protocol in our proposed 
anonymity scheme. As the LBS user’s information 
produced through the scheme is independent from 
other LBS users, a set of colluding LBS users 
cannot obtain information related to other LBS’s 
user (the target user) just by using the anonymity 
service, thus it is concluded that the proposed 
anonymity scheme is colluding attack resistant.  

 7.4 Inference Attack 

This attack consists on deducing sensitive 
information, which in this case is the real location 
or identity of the LBS’s user from information 
publicly available [49]. The possible adversaries 
are the LBS provider or an eavesdropper between 
the LBS provider and the Position Anonymizer. 
The power of the adversary is one service request 
from a LBS’s user. 

Theorem: The proposed anonymity scheme is 
resistant to the inference attack. 

Proof: A scheme is said to be inference attack 
resistant if all the LBS users that make queries to 
a LBS Provider have the same probability to be 
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targeted as the real user. A way to accomplish this 
is by satisfying the k-1 anonymity metric, where the 
LBS users have 1⁄k probability of being identified. 

As the fake positions sent along with the real 
position of the user are produced with the Grid 
Dummy algorithm, which ensures that k-anonymity 
is achieved (all users on the spatial region have 1⁄k 
probability of being identified as the real LBS 
User); it is concluded that the proposed anonymity 
scheme is resistant to the inference attack. 

The set of analyzed single request privacy 
attacks to LBS were chosen from the set of related 
works, which present their solution as a scheme. In 
Table 4, a comparison between the related works 
and the proposed scheme, regarding the 
resistance to privacy attacks, is presented.  

8 Conclusions 

A theoretical higher degree of privacy against 
single request attacks in LBS can be achieved by 
anonymizing the identity and the position of LBSs’ 
users. By analyzing the theoretical resistance to 
single request attacks, it can be shown that the 
proposed anonymity scheme is resistant to all 
single request attacks shown on other related 
works. Even though the level of privacy chosen by 
the LBS’ user is a small value (i.e. k = 9), the 
anonymity that the scheme offers guarantees that 
the LBS’ user will be indistinguishable from that 
number of users, delimited by the parameter k. A 
trust-relation with an LBS Provider is not a 
necessary condition to provide LBSs’ 
users privacy.  

This was shown by not adding any additional 
module or process to the LBS provider, and, 
actually, the LBS provider does not even notice 
that an anonymous request is made, as the 
anonymity offered is transparent to it. The 
separation of duties among the trusted third party 
server principle was a critical factor for the success 
of the proposed scheme, as we assure that only 
the servers, which participate either on the identity 
anonymity protocol or position anonymity protocol 
know the necessary information of the LBS’ user in 
order to achieve its function. Due to the diversity of 
LBSs types that exist, a generic solution for 
providing privacy to LBSs’ users require the 

development of a scheme with modular processes 
to handle all the different kind of LBS services.  

In order to achieve these many considerations, 
in this work the best combination of approaches 
have been made, which are applicable to the most 
used LBSs. 
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