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Abstract. The number and diversity of Internet of Things
(loT) application domains are continuously increasing
as the connected devices are doing exponentially.
This has led to new challenges for the management,
maintenance, and evolution of loT systems. These
issues have been approached by enabling adaptability
and self-management capability (autonomic computing)
in such systems. However, the focus on this
area has been more on the behavioral or functional
side (algorithmic) of systems rather than on the
architecture and evolution of the high-level system
design. This paper addresses this aspect by studying
and proposing two new self-* properties for autonomic
systems: Self-Assembly and Self-replication. These
systems are referred to as extended autonomic systems.
The proposed architecture is based on a multi-agent
approach, biologically inspired, and on the principle
of maximum potential functionality: “installed hardware
capacity, enabled software capacity”, Although such
behavior could lead to having source code that does
not run on the devices (Passive Code) despite module
beloging to the same community. The functional unit
defined to perform self-assembly and self-replication of
system functionality is located at the source code class
level. The proposed architectural design and algorithms
were validated through the implementation of “Quines”
in Python, static code testing, and an agent-based
simulation. The experimental test scenarios consist of
cyber-physical hydroponic systems for urban agronomy
which were simulated as agent communities. Results
show that the number of simulation cycles required for
code composition and distribution increases reasonably
as a function of the agent’'s community size and the
number of functional classes involved in Self-assembly
and Self-replication. Finally, it is shown that an loT
system can replicate part of its functional design in
another system that requires it.

Keywords. Autonomic properties, MAS, loT, Architec-
ture, self-Star, loT design self-assembly, self-CHOP.

1 Introduction

The number and diversity of application domains for loT
systems are constantly increasing. This is reflected
in the number of devices and technologies involved
in the design of loT systems. This has led to the
identification of new challenges for the administration
and evolution of these systems due to their complexity, in
addition to raising the question of whether it is possible
to automate the design of these systems to facilitate
their deployment and operation. Different approaches
have been employed to address the problem of loT
system administration and its implications. One such
approach is that of autonomic computing, as proposed
in [31] and [36]. The notion of autonomic computing,
as described in [31], stipulates that autonomic systems
must have the capacity to self-awareness to facilitate
decision-making processes and thus minimize the need
for human intervention and increase their capacity to
self-management. This notion encompasses a range of
functions, including the ability to automatically configure
and reconfigure themselves, among other tasks. This
notion is encapsulated in the four core autonomic
properties outlined in [36], namely Self-Configuration,
Self-Healing, Self-Optimization, and Self-Protection,
collectively referred to as Self-CHOP. The autonomic
properties previously mentioned are widely accepted in
the literature and subsequent research on autonomic
computing mostly focuses on the utilization or application
of these properties. Only a few works have proposed
expanding the autonomic properties by seeking to
provide the systems with other additional functionalities.
However, these properties are associated with the
maintenance and operation (O&M) and evolution stages
of the system. It is clear that the management of
changes in a system, which enables new capacities
and involves the reuse of architectural and functional
elements through interactions with other systems, has
not been addressed. The inclusion of properties that
enable the reuse of architectural elements would extend
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the self-management of systems in this context and
would thus further reduce human intervention. This,
in turn, would achieve a stronger and more extensive
self-management of autonomous systems.

In this work, an autonomic architecture for loT
systems is proposed, in which two novel properties
are defined: self-replication and self-assembly. The
introduction of these properties would enable sys-
tems to change their configuration or architectural
structure without the need for human intervention,
therefore facilitating the management aspects, design,
implementation, system scalability, and deployment of
similar new systems or within the same application
domain. These new self-* properties are intended to
address software change and reuse at different levels
of abstraction, ranging from microservices and services
(functions) to entire architectural elements such as
subsystems, modules, and components. Self-replication
would allow systems to replicate change elements
autonomously, thereby facilitating the evolution between
similar systems. The capacity for self-assembly would
allow systems to reorganise, mutate, adapt, and
assemble functionalities or architectural elements from
other systems, and change themselves autonomously in
response to the discovery of new change elements such
as functions or architectural elements in similar systems.

2 Background

First, the concepts of self-assembly and self-replication
are specifically presented from multiple fields of
knowledge. Then, self-management in autonomous and
self-adaptive systems is addressed to frame the notion
of self-assembly and self-replication that will give rise
to our proposal in Section 5, in addition to identifying
relevant information and design assets.

2.1 Self-assembly and Self-replication

This subsection reviews the concept of self-assembly
and self-replication in the framework of different
disciplines such as biology, manufacturing, robotics,
computing and loT.

In [55] Raphael Plasson defines Self-replication as “a
property of a system enabling it to make a functional
and independent copy of itself”. On the other hand, as
defined in [55], self-assembly can be described as the
autonomous organization of components into patterns
or structures without external intervention. Another
proposed definition is presented in [39] where it is
described as ‘the ability of a system to form itself from
distributed elements automatically’.
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The properties of self-assembly and self-replication
in a system are closely related to self-configuration or
self-adaptive computing, since once any functionality is
replicated and assembled in a system, the system is able
to adapt to use this new feature. The remainder of this
section introduces the concepts of self-replication and
self-assembly through various fields of knowledge.

2.1.1 Biology

In the domain of biology, an instance of self-replication
can be observed in the process of DNA replication and
assembly. According to [46], DNA replication exhibits a
semiconservative nature, which leads to the assembly
of new DNA molecules occurring predominantly in
complementary pairs. This complementarity is both
significant and serves as a source of inspiration for the
concepts proposed in this paper.

2.1.2 Manufacturing

In the manufacturing area, self-assembly of parts has
been introduced; this stems from the way the parts
themselves were designed, as explained in [43] and [42].
This means that for a given designed part it can only be
assembled with one other part.

2.1.3 Robotics

Another important field with contributions in self-
replication and self-assembly is robotics, where ap-
proaches such as the one presented in [60] is based on
robotic enzyme which acts in a similar way as a biological
enzyme in assembling the parts scattered throughout the
environment to form a single structure or replica. This
process is limited by the amount of parts or material
available in the environment. In contrast, software
systems are not subject to this limitation because the
resource used for self-assembly is the source code itself
and no other material is required. Therefore, in this
context, as long as the source code remains available,
self-replication and self-assembly can take place.

In [21] a comparable robotic self-replication strategy
is proposed, wherein a machine has the capacity
to replicate itself by assembling or constructing its
components. This process involves the creation of a
replica module by module until the system is complete,
and this is executed by a module specifically designed
for the purpose of self-replication.
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2.1.4 Computation

In the area of computing, Von Neumann’s cellular
automaton [50] marked the foundational approach to
self-replication, introducing a framework that inspired
subsequent studies on self-replicated systems.

The term “self-replication” has been employed within
the field of metaprogramming, which is defined as the
capacity to generate programs capable of either writing
or manipulating other programs, including themselves.
Programs that exhibit this capacity are referred to as
“quines” in [29].

2.1.51oT

In [39] Self-assembly in IoT has been explored
primarily from the perspective of service composition,
where services dynamically integrate to create higher-
level functionalities.

However, this particular instance of self-assembly
does not encompass the architectural intricacies of
the systems but rather focuses exclusively on the
functionality of a service that is derived from the
composition process. This is discussed in detail in
Section 4.

3 Related Work

This section presents the state of the art in the areas
covered by our proposal. The first subsection addresses
the field of study of autonomic properties.

The properties defined as self-CHOP are considered
in conjunction with the 3.2 Subsection, which focuses
on loT architectures, to propose two new autonomic
properties and an loT architecture that implements
them in its design. The subsequent subsection,
"loT Architectures,” presents the approaches and
technologies that were taken into account in the design
of this type of architecture.

Furthermore, the subsection addressing the resus-
ability of assets is presented. In this subsection,
the works most related to the areas of our proposal
are presented, and the considerations to be taken
into account when reusing design assets are explored
in depth.

3.1 Autonomic Properties

The existing literature on autonomic properties has
focused primarily on defining the functionality of each
property, maintaining the original nomenclature, or
proposing an architectural design to provide a system
with one or more of these properties. Consequently,
there has been a proliferation of descriptions for each
proposed property. Some definitions of autonomic
computing and its properties are reviewed in [40] and
[49] in which the commonalities and differences in these
concepts are discussed. In [9] the operation of each
defined autonomous property is formally described from
a proposed formal model that represents a system as
a graph where the vertices represent processes and the
communication links at the edges. In [65] new autonomic
properties are presented such as self-anticipating,
self-assembling, self-awareness, self-configuring, self-
critical, self-defining, self-governing, self-installing, self-
managing, self-organized, self-reflecting, self-similar,
self-simulation, and selfaware. However, there is no
detailed description, justification, or formalization of
the properties proposed in this paper. For instance,
they defined self-assembly as "Assembly of models,
algorithms, agents, robots, eftc.; selfassembly is often
influenced by nature, such as nest construction in
social insects. Also referred to as selfreconfigurable
systems”. However, although the definition considers
the notion of assembling elements in a system, it is
not clear how to perform this operation, in addition
to presenting ambiguity in which elements can be
assembled.  Furthermore, any assembly capability
must be incorporated and derived from the system
architecture design, a point not addressed by the authors
in [65]. While the definition establishes a link between
the property of self-reconfiguration and self-assembly,
it fails to provide a comprehensive explanation or
substantiation of this relationship.

3.2 loT Architectures

In recent years, there has been an exponential increase
in the number of loT systems. This proliferation can be
attributed to two major factors: the increasing number
of devices capable of connecting to the Internet and
the growing demand for intelligent solutions in various
sectors. However, challenges such as scalability,
management, and swapping devices in the system,
have emerged as key issues in these systems. In
addressing these challenges, numerous architectures
have been proposed to minimize human intervention and
standardize their operation. Many of these architectures
are based on the RAMI architecture [1] and take
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a service-oriented approach. The development of
these architectures was motivated by the objective of
reducing the management effort required for applications
deployed on loT systems. An architecture of this type
is presented in [16], which has the following layers:
application layer, security layer, distributed execution
layer, modeling and validation layer, connectivity layer,
and physical layer.

In addition, [68] presents an loT autonomic ar-
chitecture proposal for IoT systems with a focus on
self-* autonomic property of self-configuration. The
objective of this architecture is to enable the transit from
previous loT semi-autonomic systems to full autonomic
loT systems. The authors autonomic self-configuration
design is based in Utility Theory and validated on an
urban agriculture testbed and simulation.  Although
results are presented from the case study proposed
in urban agriculture, validation through said case is
limited since other application domains of the loT are not
addressed, and complementary approaches to the utility
theory used are not explored.

On the other hand, adaptive architectural designs
have also been investigated in the quest for greater
autonomy for systems. These architectures are based
on the principle that a system can address certain
challenges without human intervention by adapting its
operation. From this perspective, [18] presents an
architectural pattern for loT systems that prioritizes
adaptation. This architectural pattern uses the MAPE
autonomic loop, as proposed in the Master/Slave (M/S)
Pattern described in [72]. This M/S pattern is designed to
facilitate self-adaptation and to distribute tasks between
two entities: the regional planner, which is responsible
for analysis and planning, and the local nodes, which
perform monitoring and execution tasks. The distribution
of tasks across different nodes centralizes control in
the regional planner, facilitating the implementation of
high-level instructions for local adaptations. However,
reliability is not addressed in any of the patterns [18],
[72] since no failure event of a regional (master) planner
node is considered.

3.3 Reusability of Assets

Reusability has been addressed through the services-
oriented approach, where the element to be reused
can be considered a service provided by a software
agent. For this reason, it is possible to relate
agents to services and even generate one-to-one, or
one agent to many services relationship models. In
[28], an integration of MAS and SOA for industrial
automation is presented. The elements of the control
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architecture are the orchestrator, the orchestration
engine (EO), and the Decision Support System (DSS).
The orchestrator is referred to as "a composite toolchain”
and is responsible for facilitating the resolution of any
conflict that may arise between the DSS and the
orchestration engine. The orchestration engine is a
part of a service-oriented middleware that executes
a sequence of services offered by different devices.
The DSS is a component integrated through a MAS
that provides support for the decision-making/conflict
resolution process. Nevertheless, this architectural
design proposal is devoid of both a validation mechanism
and a case study.

Likewise, [33] mentions the mapping of the SOA
approach and IT systems. Furthermore, some factors
must be taken into consideration regarding services. The
initial element to be considered is the specificity of the
service in question, particularly its reusability. In [45],
an analysis is conducted of the relationship between
generality and reusability in an architecture based on
self-adaptation. This analysis is based on the idea
of minimizing human intervention in two main fields.
When a solution with high generality is developed, it
must be adapted to each specific case without requiring
significant effort by the developers. Conversely, when
developing with a focus on reusability, the objective
is to ensure that the system can be utilized without
the necessity for modification to accommodate another
system.

In a similar vein, the seminal work cited in [33] studies
the integration of the SOA approach with IT systems.
This study suggests that a number of factors must be
considered in regard to services. This includes the
granularity of the services and the notion of service
composition. These factors and approaches are critical
to the design of loT-related services and applications.

One approach to defining service granularity is
outlined in [20]. The authors propose a framework,
termed "Snowball,” predicated on the iterative application
of rules to determine which services (applications
involving only software) should be integrated as part of
the same task and another set of rules to map tasks
into IT services (applications which include software and
hardware). The primary objective of this framework
is to minimize the number of messages between
services in the same system. Consequently, highly
coupled systems that are subject to this framework
can result in coarse-grained services, making it difficult
to configure them precisely. Conversely, fine-grained
services could be assembled or replaced in a simpler
and more controlled manner, with this change having a
comparatively reduced overall impact.
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The evaluation of Quality of Service (QoS) in systems
with service composition is a crucial aspect that
facilitates the parameterization of factors such as service
performance and its comparison with other analogous
composite services or with identical objectives. This
type of metrics enables the evaluation of functionalities
that are replicated and self-assembled between similar
systems. In the context of cyber-physical-social
systems, a method for assessing functionalities that
share common goals yet vary in their implementation
is presented in [70]. This method is similar to those
proposed in [25] and [14], in which compositions with
multiple objectives are also evaluated.

3.4 Related Work Discussion

A detailed review of the current state of the art indicates
that the interventions facilitated by autonomic computing
can be enhanced and executed across diverse scales
upon incorporating novel properties. This observation
reveals the importance of autonomic properties in loT
systems and puts their potential benefits into perspective
with an expanded definition of autonomic computing.

Furthermore, the concept of asset reusability, as
previously documented, suggests the potential benefits
that systems might derive from the automatic reuse
of assets.

4 Problem Description

As stated previously, the literature on the self-
management of software systems has primarily ad-
dressed the concept of autonomic computing, as
established by [31]. This self-management approach
is primarily concerned with fostering autonomy from
human intervention, particularly during the maintenance
and operation (O&M) phase. This approach does not
consider the management of changes in the system
of an architectural nature that can be used to enable
new capacities in the system through the reuse of
architectural and functional elements obtained from the
interaction with other systems. This novel approach aims
to facilitate the extension of self-management in this
context, thus reducing the need for human intervention
and enhancing the autonomy of the systems in question.
Without this approach, such systems would possess
only endogenous self-management capacities; with this
approach, however, they gain both endogenous and
exogenous self-management capacities, which may be
referred to in this work as hybrid self-management
in terms of the reuse of architectural and functional
elements from other systems. In order to address this

approach, it is proposed that the definition of autonomic
computing be extended by the addition of two new
properties: The term “self-replication” is defined for the
purposes of this work as “the ability of a system to
make copies of itself or parts of it.” Similarly, the term
“self-assembly” is defined as “the ability of a system
to take another system or parts of it and add all or
some of the functionalities of this system to itself”
The two new properties are fundamental to enabling
architectural modifications in a system through the
reuse of architectural elements and functions from other
systems. This process entails the automated integration
of these components within the receiving system and the
automated replication of the necessary elements by the
sending systems.

From an engineering perspective, Internet of Things
(loT) systems are particularly conducive to testing and
developing the characteristics of self-replication and
self-assembly due to several key factors. In addition,
there are already proposals for integrating the known
autonomic properties into l1oT systems. This approach
has led to the emergence of a new category of systems,
known as autonomic loT systems, which are capable of
autonomous operation and self-management.

The initial key factor to be considered is that
self-replication and self-assembly aim to provide
systems with the capacity to assemble architectural or
functional components autonomously.

Consequently, autonomic loT++ systems (i.e. au-
tonomic loT systems with these new properties) will
be able to increase or change their operation in
accordance with the architectural or functional elements
they automatically assemble, thereby enhancing the
flexibility of the system.

This is a significant consideration in light of the
distributed nature of loT systems and the inherent
challenges associated with modifying the operational
parameters of an already deployed autonomic loT
system.

A further significant consideration is the heterogeneity
of 10T systems and the dynamic environments in which
they are deployed. Concerning the heterogeneity of loT
systems, these systems can be widely benefited since,
despite the heterogeneity, new devices can be integrated
into the system with minimal human intervention.

Similarly, in the event of a change in the environment,
the system will be able to modify its operation by assem-
bling and replacing components almost independently
from the system administrator. For these reasons, loT
systems are an ideal platform for the development and
testing of these new autonomic properties.
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5 Proposal

This section proposes an extension of autonomic
computing in loT systems by introducing two new
properties: self-assembly and self-replication. These
properties supplement the conventional properties of au-
tonomic computing, self-configuration, self-optimization,
self-healing, and self-protection.  The proposal is
structured into two main sub-sections. In the initial
section, a formal definition of extended autonomic com-
puting is presented, wherein the theoretical and formal
bases delineating how self-assembly and self-replication
capacities extend the concept of autonomic computing in
loT systems. The second subsection provides a detailed
description of the extended loT autonomic architecture,
describing its constituent components and explaining the
algorithms that facilitate the implementation of these new
autonomic properties in IoT environments.

5.1 Definition of Autonomic Computing ++

A formalization of the self-assembly and self-replication
properties is presented in this subsection. The objective
of these properties is to facilitate self-management and
adaptation in loT systems with regard to the integration
of new devices or source code updates in these
systems, in addition to enabling the replication of their
functionalities.

5.1.1 Formal Model

A formal and modified model based on [9] is presented
below to specify the autonomic properties proposed in
this work.

5.1.2 Base Model

An autonomic++ loT system consists of n processes P
(n > 1) and an undirected graph G = (V, E) where
G represents the current version of the system and the
vertices V' depicts the processes of the system, and
the edges FE represent the communication links between
processes E C p x p. For each process p; € V,
let N(i) be the representation of the neighbors of i:
therefore, (i,j) € F < j € N(i) and i € N(j),

for each process p; a parameter vector op,. €

ok
is associated representing the operational parameters
of the type k process, where k is an index of process
types that are present in the system. The association of
process p; and its corresponding operational parameters
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opy is performed with the function par : p; — opx and
the size of the operating parameter vector can vary for
each process type. The set of all operating parameters
of the system in its current state OP = {op1} U {op2} U
{ops}...{opi} is composed of the union of the operating
parameters of each process type.

Each process p; executes an algorithm consisting of a
set of actions, a € A, where sa is a predicate involving
the variables of p; and its neighbors, and when executed
it updates the local state, Is;, obtained from s(p;), where
s:pi — ls;.

The global state S (also known as Global Configu-
ration) consists of the local states, is; of all processes
p; and corresponding op;; this is represented as S =
{ls;,op;}. The set of possible actions A is composed
of two sets of actions: the set of controlled actions,
CA and the set of uncontrolled actions, UA. An action
can also be of type I A, internal action, or EA external
action. All CA are IA while UA can be either TA or
EA. An internal action can change an op;. All CA are
of type I A, and under normal conditions do not cause
a failure in the system, since they must be valid and
correct. An external action EA is an action originating
within the system’s environment and can be generated
by an external entity. This action can cause changes in
the external environment ExzEnv.

The external environment ExEnv consists of param-
eters that the system can only read, but cannot modify
or intervene through 7A. An U A can produce changes
to network topology, ad hoc fault induction, arbitrary
system configuration, or security attacks. Therefore,
they can affect system performance or even partially or
completely disable it. These actions can also be called
fault actions or adversarial actions.

Correct system operation can be interpreted as
"The system operates and behaves according to the
specifications established in the different replication
sources, assuming the existence of compatibility
between the replicating systems”. This is represented
by the invariant OK. Furthermore, the system is defined
to be in a legal or consistent configuration concerning a
given external environment EzEnv when the predicate
OKiis true.

5.1.3 Self-Healing

The system exhibits the property of self-healing with
respect to a subset of uncontrolled actions SH C UA
if the occurrence of actions SH results in at most
a temporary incorrect functioning or behavior in the
system, but subsequently leads to the fulfillment of
predicate OK.
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5.1.4 Self-Configuration

The system exhibits the property of self-configuration
with respect to a subset of controlled actions SC that are
defined as SC C CA. This property is characterized by
the following conditions: first, the occurrence of an action
SC must cause a change in the operating parameters
op; of a process i; second, this change must result in a
transition from S to S’; and third, the predicate O K must
be satisfied. It is important to note that S and S’ are
regarded as two successive global states.

5.1.5 Self-Protection

The system has the property of self-protection with
respect to a subset of uncontrolled actions SP C UA,
if the occurrence of the actions SP is managed by the
system with the objective of maintaining compliance with
the predicate OK.

5.1.6 Self-Optimization

The system has the property of self-optimizing with
respect to a set of operating parameters op; associated
with the processes p; such that by changing the values of
the operating parameter vector, a pre-defined objective
function in p; is maximized (or minimized), and the
predicate OK is satisfied.

5.1.7 Self-Assembly

The system has the self-assembly property if it is able
to receive a new vertex pn.., €xpand E with the pairs
{(pnew, pi)} Where i corresponds to all the vertices with
which p,.,, would have communication, as well as the
set of operating parameters with OP = OP U {opnew},
generating a transition from G (current version) to a new
version of the system G’ that satisfies the predicate OK.

5.1.8 Self-Replication

Consider a system, denoted by (G, capable of
communicating with any other system, H, that complies
with the loT Autonomic++ architecture. The system G
is said to possess the self-replicating property if it can
transfer (replicate) one or more processes or functions,
pi, and the associated operating parameters, op;, while
ensuring the fulfillment of the predicate OK on the
receiving system H.

5.2 Description of the loT Autonomic++
Architecture

This subsection describes the proposed architecture
for an loT Autonomic++ System. It outlines the main
components, communication mechanisms, functional
layers, and algorithms involved in self-assembly and
self-replication. In addition, it provides a comprehensive
technical specification that will guide the implementation
of this architectural design.

5.2.1 Design Fundamentals

This sub-subsection titled “Design Artifacts and Funda-
mentals” presents the theoretical concepts and design
elements that form the foundation of this paper’s loT
Autonomic++ architectural proposal.

MAS The field of multi-agent theory offers a foun-
dational approach to comprehending and designing
interactions among autonomous entities, or agents, that
collaborate to accomplish shared objectives or goals.
Each agent in a multi-agent system is endowed with the
capacity to act autonomously, make local decisions, and
adapt to the dynamic environment surrounding it.

Numerous works, including [59] and [28], have
modeled functions associated with the control of a
cyber-physical system or an loT system as Multi-Agen
System (MAS). Similarly, in other works (e.g., [3],
[583], [23], [69], and [37]), tasks related to providing a
system service are performed by agents that execute
actions associated with those tasks. This implies a
close relationship between multi-agent systems theory,
services in service-oriented architectures (SOA), and the
design and implementation of loT systems.

SDN The theory of software-defined networking (SDN)
represents a fundamental approach to the flexible
and dynamic management of network infrastructures,
whereby the control plane and the data plane are
separated. This paradigm enables the centralization
and programming of network control decisions while
facilitating the decentralized management of routing and
data packet forwarding. In the context of extended
autonomic loT architectures, the SDN paradigm is
an essential tool, as it allows us to separate the
data plane (core system functionality) and its control
plane (autonomic computing extended), as illustrated
in references [13], [22], [4]. This notion enables
the management of the behavior of specific services
for the administration of the loT system and the loT
devices, which are mapped one-to-one with agents
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of a multi-agent system in our architectural model.
In the context of our research, the SDN approach
offers a paradigm wherein loT nodes can be regarded
as programmable components, thereby enabling the
system to self-configure in run time. This flexibility is
of paramount importance in loT environments, where
nodes can be added or removed on a dynamic basis
and where functions must be replicated or assembled
without service interruptions. By centralizing control and
the ability to reprogram the system at the logical level,
the SDN approach can be employed to achieve a more
flexible and cost-effective solution.

Architectures In formulating our proposal, we have
considered the architectures of cyber-physical systems
and loT systems as presented in the existing literature.
These architectures define the structure, components,
and interactions of the devices and services that
comprise a cyber-physical ecosystem. In light of the
exponential growth of IoT devices and the increasing
complexity of their applications, loT architectures must
evolve to incorporate autonomic capacities that enable
the self-management of systems. The design of an
extended autonomic loT architecture, as explored in this
research, is based on three key principles: flexibility,
modularity, and distributed autonomy. These principles
allow devices to not only interact with each other but also
evolve during any operating condition change.

The majority of the presented architectures propose
a layered model with a structure analogous to an
infrastructure layer (sensing), a controller and virtualizer
layer, and an application layer, among other layers
such as storage or security. This is illustrated in
references [3], [58], [32], [16], [8], [24], [11], [41], [2],
and [66]. Similarly, in other references, the layers
are the physical layer (sensing), network layer, and
service layer (see references [56], [35], [54], and [67]).
The primary distinction between these architectures
is the location of data processing, which is either
situated in the intermediate layer (edge computing,
information management, central data management, or
data layer) alongside network control or located within
the application layer. Conversely, some architectural
proposals concentrate on the operation of systems
based on the theory of multi-agent systems, as
described in [28], [53], and [26].

Another fundamental aspect identified in autonomic
loT architectures is the importance of the autonomic
control loop (ACL MAPE-K), which is present in multiple
works, including [5], [47], [68], and [18].
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Autonomic Computing This approach is particularly
pertinent in contexts such as the IoT, where the
proliferation of devices and their heterogeneity render
manual management impractical. In the context of
this research, the concept of autonomic computing
is expanded. The majority of recent research in
autonomic computing has focused on implementing
existing autonomic principles and concepts, rather than
extending them or contributing to the underlying theory
in the field.

This is shown in the following references: [68], [40],
[10], [51], [15], [9], [65], [63], and [6]. The expansion
of the concept of autonomic computing is achieved
through the introduction of two new additional properties:
self-assembly and self-replication. The introduction of
these new capacities enables loT nodes to self-manage
and autonomously assemble new functionalities and
replicate capacities between different devices in the
system. This facilitates the scalability and continuous
evolution of the IoT ecosystem. In this work, the
approach taken is to conceptualize IoT devices as
autonomous agents or elements, as proposed in [49].

Autonomic computing not only enhances the re-
silience of loT systems against failures or unfore-
seen changes, but also facilitates greater operational
efficiency by optimizing resources without external
intervention. This can be viewed as an evolution of
self-adaptation, as previously discussed in [27]. This
is of particular importance in scenarios where systems
must rapidly adapt to changing environments, such as
those encountered in smart cities or Industry 4.0 or
beyond. A critical aspect of incorporating autonomic
computing into a system design involves a thorough
evaluation of its potential effects and advantages. This
is addressed in [44], [48] and [19] where metrics such as
quality of service, cost, granularity/flexibility, robustness,
degree of autonomy, efficiency, accuracy of awareness,
interoperability, intelligence granularity, reaction time,
among others. It is important to note that a number of
these metrics are considered in the evaluation of the
proposed architecture and the case study presented in
Section 6.5.

Adaptability The capacity for self-adaptation rep-
resents a key capability for systems operating in
environments subject to change. This property
enables them to undergo dynamic adjustments in
response to alterations in the surrounding environment
or their intrinsic internal states, without needing external
intervention. As mentioned in [71], the concept of
self-adaptation has been primarily linked to automatic
adjustments to a system’s behavior due to changes
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in its environment. Self-adaptation is crucial for
optimizing system performance, enhancing resilience,
and extending the lifespan. As stated in [12] and [6],
a system with self-adaptive capacities can continuously
monitor its environment and internal parameters
to identify deviations or anomalous conditions and
implement necessary adjustments at runtime.

This research explores the concept of self-adaptation
within the context of an extended autonomic loT ar-
chitecture, which incorporates the additional properties
of self-assembly and self-replication. These properties
enhance the system’s capacity for self-adaptation.
This, in turn, enables the system to reconfigure its
functions, as well as to assemble new capacities and
replicate functionalities to other nodes in the system
when necessary. Consequently, the self-management
enabled by self-adaptation encompasses more than
mere fundamental operational adjustments.  When
coupled with autonomic computing and the two
proposed novel properties, it enables the system
to proactively evolve and respond to the evolving
demands of the environment. Furthermore, it provides
flexibility to systems that assemble functionalities from
other systems into themselves. This is particularly
crucial in contexts such as smart cities and industrial
environments, where conditions can undergo rapid
change and where the capacity to adapt can be a
determining factor in the success and sustainability of
the system.

Other Design Considerations In the design of our
proposal, we have considered some non-functional
requirements, including aspects such as scalability,
security, interoperability, and system adaptation. These
have been previously identified in references such
as [61] and [17]. On the other hand, in terms
of stakeholders, the standard ISO IEC IEEE 280
[34] states that the architecture description shall
identify the system stakeholders whose concerns are
considered fundamental to the design. This group may
include users, operators, acquirers, owners, suppliers,
developers, builders, and maintainers.

5.2.2 Design Assets

The autonomic architecture proposed by Villela [74]
(based on the level 4 architecture in [7]) was
modified to include the properties of self-assembly
and self-replication. In order to implement this, it is
necessary to modify, add, and delete some modules

present in the base architecture. In the architecture
redesign, the following principles will be taken into
account: the replication of programs (Quines), as
outlined in[30]; the notions of Autonomic Element
(AE), as described in [49] and [62]; the principles of
distributed systems; the autonomic properties defined
for the baseline architectural design; the MAPE-K
control loop; and the autonomic properties proposed
in [36]. In order to achieve this objective, it is
necessary to modify the IoT architectural baseline [74]
[7] and the functional algorithms. This modification
will enable self-assembly and self-replication between
systems through code replication. The result of this
process will be an open system that can be reconfigured
in a number of ways. These include the input or output
of the devices, the configuration of system settings,
objectives, or executable code updates. Code change
is related to the field of [29] metaprogramming, which is
characterized by programs that write or manipulate other
programs or themselves (Quine [30]). In this work the
objective is to achieve code composition by deploying
new source code updates between devices belonging
to the same community. This facilitates the integration
of new features into the system once the new code has
been compiled with the existing source code.

A fundamental aspect of this process is the
management of self-replication and self-assembly. The
replication and assembly of new code may involve
the configuration of new functionalities, which could
be achieved through a global configuration for devices
within the same community.  The configuration of
new functionalities is addressed in multi-agent systems
theory through control policies. These are defined as a
set of actions, activities, plans, standards, procedures,
and operating methods that govern the actions of agents
[73]. The implementation of these policies is often
facilitated by hierarchies or communities comprising
sets of agents that share one or more common
characteristics. An agent may be affiliated with one or
more communities, as it may share characteristics or
cooperative capacities with some of them and others
with other communities.

The following sections present the architectural design
hat has resulted from the proposed changes, see Figure
1 (proposed changes and new elements are coloured in
gray and black, respectively).

Legacy Components

— App: The specification of this architectural element
remains the same as in the original architectural
baseline design. The principal objective of the
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Fig. 1. Autonomous, Self-Assembling and Self-replicating lIoT Architecture.

app element is to provide an interface that enables
users to interact with the loT system.

Proposed Modified Components

— Endpoint Follower/Coordinator: An Endpoint device

Computacion y Sistemas, Vol. 30, No. 2, 2026, pp. 985-1009

can be either a Follower or a Coordinator.
There is a coordinator node for every device
community. A single node is designated as the
coordinator based on a consensus algorithm to
be chosen by the designer. The selection of
a coordinator occurs when a system is started
and there is no coordinator in the loT device
or when a failure occurs. In any case, both
the Follower and Coordinator node roles/profiles
must be implemented so that any node can
assume the corresponding role as required. The
coordinator of each device community will be
responsible for facilitating communication between
the loT devices and the cloud layer for various
purposes, including the transmission of sensed
data from the loT devices to the cloud and the
modification of control policies from the objective
base to the device communities. Moreover, the
coordinator is responsible for the assembly of
new versions of source code and its distribution.

doi: 10.13053/CyS-30-2-6349

Conversely, the Follower device will possess
functions associated with the primary functionality
of the system, including data collection, processing,
interaction with actuators, and communication with
the coordinating device for the transmission of
collected data, as well as the reception of control
policies or new versions of source code.

REST Services: This service facilitates commu-
nication between loT devices and all elements in
the cloud layer. Additionally, it is responsible for
the monitoring of virtual nodes and the reporting of
the status of Local (physical) nodes to detect any
anomalies.

Controller Service: it provides a communication
channel among IloT devices. This channel
enables collaboration between devices and the
transfer of new data, facilitating the transfer of
information between nodes of the same community
and between nodes of different communities.
Furthermore, the controller service provides access
to the configuration and source code of the devices
in communities. Thereby enabling the replication of
source code or parts of it (using metaprogramming
methods, such as Quine programs) to achieve a
composition of a new source code that the receiving
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(assembiler) device itself will execute. The operation
of this node is governed by the control policies
defined in the objectives base. The Controller
Service is responsible also for the the process
of self-monitoring which is guided by high-level
policies and inspired by multi-agent systems (MAS),
as outlined in [73] and [64]. This functionality
enables the device to report faults and attempt to
correct them, otherwise abandoning or removing
itself from the device communities to which it
belongs.

— Knowledge Base: This element exhibits dual
functionality. The principal function of this element
is to store historical data collected from devices. It is
also responsible for managing source code version
control for loT device communities in the context
of self-replication and self-assembly, facilitating
traceability of system evolution, and allowing for
rollback if necessary.

— Analysis and Planning (IoT Intelligence): This
architectural element is responsible for the analysis
of historical data from the main functionality
of the loT system, derived from its application
domain.  The purpose of this analysis is to
propose new control policies that improve overall
system performance. These control policies
will be incorporated into the Objective Base for
subsequent implementation through the REST
service node.

5.2.3 New Proposed Architectural Elements

— Objectives Base: This element is responsible
for managing the control policies that govern the
behavior of the communities of agents and their
interactions. In the event that the loT system
administrator seeks to modify its configuration, the
system is able to execute these changes without
any interruption. Every configuration change
involves generating a new version of the control
policies.  Once generated, these policies are
distributed to the other devices through the REST
service node and the Coordinator device.

— Updater Node: This element enables the loT
system administrator to modify Control Policies in
the Objectives Base. Additionally, it facilitates
remote source code updates and connection to
other loT systems that comply with the auto-
nomic++ architecture. This enables self-assembly
and self-replication between similar systems. This
objective is met through the communication of the

new source code to loT community coordinators via
the REST node.

5.2.4 MAS Architecture Representation

The agents that make up the proposed architecture
are illustrated below, beginning with the definition
of their nomenclature and acronyms. Each agent’s
nomenclature is associated with the function it performs
in the architecture. These agents are: Follower Device
Agent (FD-A), Coordinator Device Agent (CD-A), REST
Service Agent (RS-A), Objectives Base Agent (OB-A),
Knowledge Base Agent (KB-A), Update Agent (U-A),
Analytics and Planning Agent (AP-A), and Application
agent (A-A).

Figure 2 presents two perspectives of the multi-agent
architecture. The left side of the figure provides a
topological representation of the communication be-
tween the different modules and the system’s interaction
with a user and a system administrator. The red
lines represent the system’s internal communications,
the blue rectangles symbolize the system elements,
and the red circles indicate the external elements. A
blue line represent the interconnectivity between internal
elements and external elements. Figure 2 illustrates
that communication between a user and the system is
facilitated through the A-A, which, in turn, exchanges
information with the RS-A, which is responsible for
communication between most agents. The U-A
agent provides a communication gateway with the
system administrator, through this communication the
administrator can make modifications to the source code
and the objective base. The number of agents displayed
on the right side of the figure is application-dependent.
The elements highlighted in yellow correspond to unique
agents in the system. In contrast, the elements
indicated in green, purple, and orange correspond to
non-unique agents that form communities of agents.
Each community is characterized by a coordinator
(CD-A) and at least one follower (FD-A).

It is imperative to underscore that with the functions
delineated in each agent type proposed in the
architecture, a correspondence with the functions
established in an SDN/NFV architecture [52] can be
established. Consequently, each agent can be located
in the layer illustrated in Figure 3.
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5.2.5 Source Code Structure

Standardizing the source code structure across end-
point/coordinator devices facilitates the comprehension
and identification of functions/services and their depen-
dencies.

This is pivotal to enabling self-assembly and
self-replication of the source code. The proposed
structure is based on the principle of modularity and it
is shown as a template in Figure 4.

The organization of the code may not be limited to
this structure; however, standardizing it and covering at
least each aspect established in the proposed sections
would be necessary for any deployment or application
of the proposed architecture. All the subsections of the
proposed structure are described below.
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$ Device Information |
$ Libraries |
= Global Variables |
$ Active functional classes |
$ Active self-management classes |

g Active functions executed as threads |

$ Active self-management Functions executed as threads |

$ Main |

$ Passive functional classes |

$Passive functions executed as threadsl

Fig. 4. Source code structure divided by sections.

Device Information The initial section, designated
“device information”, encompasses the ensuing sec-
tions: “SW Version”, “HW Version”, and “Capacity
list”. Sections SW Version and HW Version contains
the corresponding version identifier, expressed as a
numerical sequence. The capacities list contains
the elements that comprise the loT device, including
actuators and sensors, which are specialized for a
particular task.
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Libraries The “Libraries” section contains the Ii-
braries employed in the source code for the “End-
point/Coordinator” devices. The purpose of this
source code module is to facilitate the analysis and
comparison of libraries between two source codes that
are assembled into a new source code version.

Global Variables The section contains the global
variables for the “Endpoint/Coordinator” devices. These
global variables can be used to modify the configuration
of the 10T device functionalities.

Active Functional Classes The Active Functional
Classes section contains the definitions of basic classes
and functions related to each task that the system’s core
functionality can perform. Moreover, each functional
class provides a list of capacities required for its
execution within the system. The layout of the source
code has been designed to facilitate maintaining order
during automated analysis. This structure is shown
in Figure 5. These classes are referred to as "Active
functional classes” due to their association with the
supported functionality of given loT device.

Active Self-management Classes The Active self-
management classes section contains all classes and
self-management functions related to self-replication
and self-assembly. It's worth noting that the system
incorporates two categories of functions: first, those that
facilitate source code management, including reading,
interpreting, and generating new source code files.
Second, functions related to system communication
and control, including leader search, general follower
listening, specific coordinator listening, response to
survival messages, and survival queries.

Active Functions Executed as Threads The Active
functions executed as threads section contains a
function with algorithms for executing all of the system’s
primary tasks as threads, which may involve executing
multiple classes, as well as the configuration variables
associated with these tasks. Consequently, these
algorithms utilize the fundamental functions provided in
the Active Functional Classes.

Active Self-management Functions Wxecuted as
Threads The Active Self-Management functions ex-
ecuted as threads section contains algorithms related
to system self-management (autonomic properties),
such as enabling follower or coordinator functions
and their communication to enable self-replication
and self-assembly. This section also describes the
sequential or parallel execution of the tasks described in
the ’Active Self-Management Classes’ section related to
the role of the follower device or the coordinator device.

Main The Main module is to contain exclusively
the invocations of the core task and the autonomic
computing threads. It should be noted that only
invocations to functions executed as threads that are
defined as active code are included. Consequently, in
the event that a task cannot be executed due to a lack of
capacities, a thread will not be enabled for that task.

Passive Functions Executed as Threads In con-
tradistinction to Active Functional Classes, this module
incorporates all the functional classes that the system
has assembled in its source code, yet which cannot be
executed because they lack the necessary capacities
for their use (sensors, actuators, etc.); however, this
passive source code follows the same structure as the
active functional classes shown in the figure 5. These
classes are referred to as "Passive functional classes’
due to their association with the supported functionality
of given loT device.

J

Passive Functions Executed as Threads Passive
functions executed as threads, on the other hand,
incorporate the execution sequence that cannot be
executed due to insufficiency of capacity on the device
where the new source code was assembled. The code
is stored, and if required, capacity (sensors, actuators,
etc.) is added to the device. In this case, the code is
converted into active code.

5.2.6 Architectural Views

In this Section, the proposed architecture is specified
using the 4+1 view model of [38]. To facilitate
comprehension of the various aspects of the architecture
from multiple perspectives, several diagrams are
presented for each view.
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Logical view For this view the Figure 6 is presented.
The diagram illustrates the data and functions associ-
ated with each node of the proposed architecture. Given
that our proposal is a high-level architecture, it is not
feasible to establish an implementation-level structure for
the data and functions represented here.

Deployment View For this view Figure 7 shows a
visual representation of the data provided and consumed
by each node in the specified interaction. Figure 7
shows the communication flows between the nodes of
the architecture and the content of the communication
(control policies, source code, sensed data, etc.).

Process View For this view Figure 8 depicts the
operation of the system when a device receives a
new source code version or update (updating source
device). The same code reception process is also
applicable in the event that an unknown device arrives
in the community with a different code version, also
referred to as updating source device. The process is
described as follows: the coordinating device receives
the source code from the updating source code device
and analyzes it. Subsequently, it assembles (copies) the
classes not present in its current code and generates a
new version. Subsequently, the code is distributed to
the community for compilation, and the execution of the
new code is requested with a restart of all devices in the
community.

Physical View This view is where the physical
deployment of the system is illustrated. However, since
this work is a high-level architectural design, it was
decided to refer to Figure 1, which shows the separation
between the local deployment with its devices and
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connections, and the cloud deployment with its nodes
and connections.

Scenarios View (+1) For this view Figure 9 represents
the high-level interaction scenarios between the user of
the system, the administrator, and external Internet of
Things (loT) systems.

6 Experimental Work

6.1 Objective

The following experiments constitute a proof of
concept, designed to validate the functionality of the
proposed architectural design. The objective is to
demonstrate that an implemented system based on the
proposed architecture is capable of self-assembling and
self-replicating functional architectural elements from
other systems within the same loT application domain,
given that they follow the source code structure defined
in 4. In these experiments, the self-assembly and
self-replication duration of the system are measured
in order to evaluate the scalability of these properties
based on the number of loT nodes belonging to the
same domain.

6.2 Experimental Scenario Description

The experimental test bench compares the source code
of two loT devices from different systems running device
software developed in Python. This software is uniform
across all devices within a single loT system, yet
may exhibit variation between devices across different
systems. In the experimental phase, the number of
loT devices utilized in system 1 is varied, employing
1, 4, 9, 19, and 49 devices/nodes, while a single
device/node equipped with device software from system
2 is employed.

The devices were implemented using Docker images
and containers, with one virtual machine per loT
device. In this sense, each virtual machine functions
as an autonomic loT device/node, with processing and
communication capacities. This configuration emulates
an loT environment. The coordinator role is assigned to
a device in System 1 (a system where the new source
code will be self-assembled and replicated).

The device in System 2 establishes a connection with
the System 1 network, thus initiating its interaction with
the coordinator node of that system. In this scenario,
the System 2 device possesses a new version of code.
Consequently, the version is sent to the coordinator node
of System 1, which initiates its self-assembly. The new
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assembled code is then replicated to all network devices,
including those that may belong to a different loT system.

The specifications of the hardware computer used
to run these virtual machines are: CPU (Intel Core
i7-4710HQ, 4 cores, 3.5 GHz), RAM (8 GB DDRS5,
1600 MHz), Storage (512 GB NVMe SSD), OS (Ubuntu
25.10), GPU (NVIDIA GTX860M, 2 GB), Network
(MediaTek MT7902), Software (Docker 28.5.1). The
source code of this experiment is available through
GitHub in [57].

6.3 Self-assemble Implementation

Figure 10 and the following text describe the source-
code-level self-assembly process executed by an loT

SDDUI:;E :D‘Eg Coordinator Endpoint
device Device Devices

Sw and Hw version information _ |

Source Coce Request

Source Code Submission

- Source Code Assembly

hlew soUrCs code assembly Hew sourcs code assembly

Source Code Replacemert || Source Cods Replacement Source Code Replacemsnt

Fig. 8. Sequence diagram of the process of receiving a
new version of source code

Coordinator Device when integrating functional classes
from an loT updating source code device.

The process begins with the reading of the section
device information (see Figure 4), libraries, Active
functional classes, Passive functional classes, Active
functional threads, Passive functions executed as
threads, Active self-management classes, and Active
self-management functions executed as threads from the
source code files of both the loT Coordinator Device and
the loT updating source code device.

The subsequent assembly steps are performed: (1)
A copy of the device information section from the IoT
Coordinator Device source code is generated; (2) The
libraries section is generated as the union (without
duplication) of the libraries defined in the libraries
sections of both the loT Coordinator Device and the loT
updating source code device; (3) The global variables
section is generated as the union (without duplication)
of the global variables defined in the corresponding
sections of both devices; (4) The Active functional
classes section is generated by fully copying to memory
the Active functional classes of the loT Coordinator

Computacion y Sistemas, Vol. 30, No. 2, 2026, pp. 985-1009

doi: 10.13053/CyS-30-2-6349



ISSN 2007-9737

1000 David Emmanuel Ramirez Tovar, Mario Angel Siller Gonzalez Pico

App user

"Autonomic++"
Foreign loT
System

[

L

Administrator

Fig. 9. Use case diagram of the “Autonomic loT++ architecture”

Device and selectively copying only the previously
unknown Active and passive functional classes from the
loT updating source code device that can be executed
given the available hardware capacities; (5) The Active
self-management classes section is generated by fully
copying the Active self-management classes of the loT
Coordinator Device and selectively copying only the
previously unknown Active self-management classes
from the loT updating source code device; (6) The Active
functions executed as threads section is generated
by fully copying to memory the Active functions
executed as threads of the loT Coordinator Device and
selectively copying only the previously unknown Active
and passive functions executed as threads from the
loT updating source code device that can be executed
given the available hardware capacities; (7) The Active
self-management functions executed as threads section
is generated by fully copying to memory the Active
self-management functions executed as threads of the
loT Coordinator Device and selectively copying only the
previously unknown Active self-management functions
executed as threads from the loT updating source code
device; (8) The main section is generated, including the
invocation of the functions defined in the Active functions
executed as threads and Active self-management
functions executed as threads sections; (9) A section
for Passive functional classes is generated, containing
the classes that cannot be executed due to insufficient
hardware capacities; (10) A section is generated for
Passive functions executed as threads, containing the
functions that cannot be executed due to insufficient
hardware capacities; and (11) Finally, the new source
code file is written by copying from memory all sections
following the structure illustrated in Figure 4.
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6.4 Experimental Implementation

A detailed specification of the functions is presented in
Table 1. The following is a list of system sensors and
actuators considered for the experiments:

Sensors:

— DHT22 (dht): Sensor to measure temperature and
relative humidity.

— LDR or Light Sensor (Idr): To measure light
intensity.

— PH Meter (ph): Sensor to measure pH levels of the
solution.

— EC Sensor (ec): To measure nutrient concentration
in the water.

— Water Level Sensor (wls): To monitor the amount of
water in the reservoir.

Actuators:

— Water Pump (wp): To recirculate water in the
system.

— Solenoid Valves (sv): To control the flow of water or
nutrients.

— Nutrient and pH Dosers (nd): To add acidic, alkaline
or nutrient solutions as needed.

— Fans (fans): To control ventilation and ambient
temperature.

— LED Grow Lights (led): Act as an additional light
source when light intensity is low.
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Fig. 10. Source-code-level self-assembly process executed by an loT Coordinator Device

Each loT device is equipped with an initial set of
classes and capacities that is identical for all devices
belonging to the same loT system. Both are specified
in the respective column of Table 2. Acronyms denoting
classes (SW) are written in uppercase, whereas those
denoting capacities (HW) are written in lowercase. The
associated functions hardware dependencies expressed
as Function_name(dependent_HW), include: Measure
temperature (dht), Measure humidity (dht), Water pump
control(wp, wls), Water level (wls), Measure light
intensity (Idr), Ph control(ph, sv), Nutrients control(ec,
nd), Turn onLight (Idr, led), and Fan control (dht, fans).

To test the passive code classification performed
by the Coordinator Device as specified in Figure
8, a dummy functional class and its corresponding
function were incorporated.  This functional class
was named “DHT-F” and its associated function
"MeasureTemperature-F”. In all experiments, both the
class and the function are assumed to be part of passive
code section of devices of systems 1. It is important to
note that none of the loT systems have hardware support
for this class and function. In contrast, 3 specifies the
functions classified as active on the devices of systems
1and 2.

The tests were performed using a Docker Compose
file that describes 1, 4, 9, 19, or 49 applications, a
container name, and an IP address for each container.
Each of these containers corresponds to an loT device
in System 1. A separate Docker Compose file was
also utilized to execute a single container corresponding
to the loT device (from system 2) with a different
source code version. Furthermore, a Python application

was implemented, operating directly on the computer
hardware.

This application generates a log of the following types
of broadcast messages that occur: leader search, leader
application, new coordinator notification, and restart
notification. These messages were stored along with the
IP address of the device transmitting the message and a
timestamp for later analysis.

For analyzing and validating the Extended Autonomic
loT architecture (loT Autonomic++), the independent and
dependent variables are defined below. The indepen-
dent variables correspond to the parameters intentionally
manipulated during the experimental evaluation in order
to observe and quantify their effect on the dependent
variables.

Independent variables are as follows:

1. The capacities of the systems: The sensors and
actuators available for the loT devices participating
in the experiment.

2. Number of classes and functions to
replicate/assemble: The number of functionalities
that will be attempted to self-replicate and
self-assemble during a specific time interval.

3. Number of loT devices: The total number of
active nodes in the experimental network that are
capable of participating in the self-replication and
self-assembly processes.

4. The required capacities of each function to be
replicated: The specific resources required for the
execution of each functionality.
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Table 1. Specification of the threads-functions.

Classes needed

Function for execution Description
of the thread
M The temperature measurement function relies exclusively on the DHT class,
easure X ; X
DHT as this class encapsulates the methods required to acquire temperature
temperature .
data from the corresponding sensor.
M The humidity measurement function depends solely on the DHT class,
easure . . . -
- DHT which provides the necessary methods to retrieve humidity
humidity . .
readings from the sensing hardware.
The water pump control function depends on the WP and WLS classes.
Water pump WP WLS The WLS class is responsible for obtaining the current
control ’ water level in the tank, while the WP class provides the mechanisms
to activate or deactivate the water pump based on this information.
Water The water level monitoring function depends exclusively on the WLS class,
WLS . . )
level which contains the methods required to sense and report the current water level.

Measure light |~ \NTENSITY

The light intensity measurement function relies solely on the LIGHT INTENSITY class,

intensity which provides the functionality required to obtain ambient light intensity measurements.
The Ph control function depends on the PH and SV classes.
Ph control PH, SV The PH class is used to obtain Ph measurements, while the SV class enables
control of the solenoid valve, allowing the system to adjust the pH level accordingly.
The Nutrients control function depends on the EC and ND classes.
Nutrients The EC class is used to obtain nutrient measurements, and the
EC, ND X . A .
control ND class is responsible for issuing the command to activate

the nutrient dosers.

The lighting activation function depends on the LIGHT INTENSITY and LED classes.

Turn OnLight LIGHT INTENSITY,

The LIGHT INTENSITY class is used to determine the ambient light level,
LED and based on this measurement, the LED class is responsible for issuing the command

to activate the lighting system.

The fan control function depends on the DHT and FANS classes.

Fan control DHT, FANS

Temperature measurements obtained through the DHT class are used to

determine whether the fans should be activated or deactivated via the FANS class.

Dependent variables are:

1. Total number of classes and functionalities running
on the system: This variable represents the number
of functions that are active and operational on loT
devices after they have been self-assembled and
self-replicated.

2. Successful Replications and Assemblies: This
variable refers to the total number of successful
self-replication and self-assembly operations com-
pleted.

3. Components reused:  This variable denotes
the total number of elements reused in the
self-assembly and self-replication operations.

4. Reuse rate: The proportion of reused components
in relation to total number of functionalities.

5. System response rate based on capacities: The
average time that the system requires to respond
to coordinator failure, restarts, and input of new
source code, based on the capacities of the
devices.

These variables provide a quantitative foundation for
evaluating the self-assembly, self-replication, and auto-
nomic ++ computing processes regarding functionality
and efficiency. This contributes to a comprehensive
validation of the proposed architecture.

6.5 Experimental Process, Scenario Setup and
Results

The experimental process focuses, among other
aspects, on the interaction between the IoT Coordinator
Device of System 1 and an loT updating source code
device from system 2. During this interaction, autonomic
self-replication and self-assembly are performed. The
devices engage in the exchange of active and passive
functional classes, as well as active and passive
functions that are executed as threads. The original
functional classes and functions executed as threads of
each device are presented in Tables 2 and 3.
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Table 2. Original systems classes and capacities

Classes Capacity Classe_s of Capaciti_es of Classe§ of Capacitigs of
(Software)  (Hardware) lthe devices fthe devices f[he devices _the devices
insystem1 insystem1 insystem2 insystem2
DHT dht v v v
LIGHT
INTENSITY & Y v v v
PH ph v v v v
EC ec v v v v
WLS wls v v v
WP wp v v
SV sv v v v v
ND nd v v v
LED led v v v
FANS fans v v
DHT-F dht-F v
Table 3. Original systems active functions execute as System 1. This interval corresponds to the time

threads

Functions executed Functions executed

) as threads of as threads of
Function

the devices the devices
in system 1 in system 2
Measure
v
temperature
Measure v
Humidity
Water Pump v
Water level v
Me.asurel light v v
intensity
Ph v v
Nutrients v
Turn onLight v
Fan Control v

Temperature-F

The devices of System 1 receive the new source code
file from their lIoT coordinator device. This file contains
the new added active functional classes named DHT
and LED, the functions executed as threads Measure
temperature and Turn onLigth, the passive functional
classes FANS, and the passive function Fan Control.

This is in accordance with the process delineated in
Figure 10 and the result is reflected in Tables 4 and 5.

To evaluate the impact of network conditions on the
self-assembly and self-replication process, the elapsed
time was measured from the moment the loT device
originating from system 2 accessed the network of

interval between the transmission of the “coordinator
search” message and the subsequent transmission of
the "reboot” message by the loT Coordinator Device
of System 1. The sequence of steps that takes
place between the transmission of these two messages
unfolds as described in the figure 8.

The interaction between the loT Coordinator Device
of System 1 and the loT updating source code device
of System 2 is studied in three different scenarios
representing distinct network conditions. These
scenarios are: (i) a network without degradation, (ii) 5%
packet loss with a 100-millisecond delay, and (iii) 10%
packet loss with a 200-millisecond delay. The generation
of the different network conditions is facilitated by the
Linux Traffic Control (TC) tool. Each network scenario
is evaluated with 2, 5, 10, 20, and 50 loT devices in
System 1 (Docker containers). For each evaluation, the
experiment is repeated ten times.

The average elapsed time results in seconds are
shown in Table 6. A notable observation is that the mean
elapsed time is comparable across the three distinct
network conditions in each evaluation, irrespective of
the number of devices. This can be attributed to the
fact the messages used by loT devices are usually
very small and are not substantially influenced by
alterations in the quality of service of the network.
Furthermore, the increase in time needed for the
source code self-assembly and self-replication process
is approximately 3 seconds per device, regardless of
network conditions.
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Table 4. Classes and capacities in devices of system 1
after self-assembly of source code

Classes of Capacities of

Classes Capacity

(Software)  (Hardware) e devices  the devices
in system 1 in system 1
DHT dht 7 7
LIGHT
INTENSITY Idr v v
PH ph v 7
EC ec v 7
WLS wls Vs 7
WP wp v v
SV [\ v 7
LED led 7 7
FANS fans v
DHT-F dht-F 7

These 3 seconds can be explained by the im-
plementation approach; a 1-second waiting period is
defined to allow the coordinator (socket) to complete the
receiving process upon receiving the new source code
file, and another 1 second on the loT devices when
the coordinator notifies them that the newly generated
source code file will be replicated. The remainder is
associated with processing times.

It is important to emphasize that the presented
implementation constitutes a proof of concept aimed
at demonstrating the feasibility of architectural self-
assembly and self-replication. The measured execution
times are therefore specific to the prototype and do not
represent optimized performance benchmarks. Alter-
native implementations and communication strategies
may significantly reduce processing times. Performance
optimization, however, is beyond the scope of this
study, whose primary objective is to establish the
conceptual and architectural viability of the proposed
self-* properties.

6.6 Discussion of Results

The experimental evaluation demonstrated the feasibility
at the software implementation level of self-replication
and self-assembly between devices belonging to
systems deployed under the same architecture and
application domain. The results confirm that functional
and self-management capacities can be autonomously
replicated and assembled across devices without
human intervention, validating the proposed Extended
Autonomic loT architecture at the software implementa-
tion level.
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Table 5. Systems active Functions execute as threads in
the new source code version

Functions executed
as threads of
the devices
in system 1

v

Functions executed
as threads

Measure
temperature
Measure
Humidity
Water Pump
Water level
Measure light
intensity
Ph
Nutrients
Turn onLight
Fan Control
Temperature-F

SNENENEENEENENEEN

Table 6. Average elapsed time results in seconds for
each evaluation.

Devices Without degradation 5% loss 10% loss

2 6.0130 6.0110 6.0115
5 18.0229 18.0211 18.0228
10 33.0351 33.0345  33.0357
20 57.3608 63.0701 63.0641
50 153.1422 153.1556 153.1427

The limited impact of adverse network conditions on
the measured self-assembly and self-replication elapsed
time observed during the experiments can be reasonably
explained by the communication pattern characteristics
involved in the self-assembly and self-replication
processes. Message exchanges are triggered only
during specific events, such as system updates or the
incorporation of a new device into the community, which
are infrequent in the type of controlled loT environments
considered in this study. In the presented experimental
setup, loT devices execute relatively simple algorithms
and functions, resulting in small source code fragments
and minimal communication overhead. Consequently,
variations in network latency and packet loss do not
significantly affect the overall behavior of the proposed
mechanisms. The observed increase in self-assembly
and self-replication process time, approximately three
seconds per additional device on average, remains
consistent across different network conditions.
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Although the proposed approach is described in
terms of architectural self-replication, the experimental
instantiation focuses on software-level elements. In
this work, classes and functions executed as threads
are treated as the minimal executable architectural
units within the scope of this implementation that can
be autonomously replicated and assembled without
external human intervention, making them suitable for
validating architectural self-replication.

While the experiment instantiates only these two
elements, the proposed model is not restricted to these
constructs and can be extended to support higher-level
artifacts, such as services, components, or containers,
in future implementations.

7 Conclusion

In this work, an autonomic loT architecture that
incorporates the novel properties of self-assembly
and self-replication was proposed. These formalized
properties enable the composition of new versions or
updates to the source code of loT systems developed
under the proposed architecture that belong to the same
application domain. This is an extension and contribution
to the available self-management capacities within the
Autonomic Systems Theory.

In this sense, the experiment demonstrated the
feasibility of reducing or eliminating human intervention
while improving the control and elasticity of the deployed
loT systems. Consequently, this would increase their
scalability and extend their lifecycle.

In light of the experimental work conducted and
the novel capacities implemented within the proposed
conceptual framework, potential security vulnerabilities
were identified in the event of an attack on any of the
loT system’s devices, resulting in infection with malicious
code capable of self-assembly and self-replication. It is
important to acknowledge that this aspect exceeds the
objectives proposed in this paper and will be addressed
in future work. T

he processes of self-replication and self-assembly
necessitate a fundamental comprehension and acknowl-
edgment of the capacities inherent in an loT device, as
well as the functionalities or services embedded within
its code.
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