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Abstract. Intrusion detection systems (IDS) have
become a very important element in securing any
network infrastructure. Malicious attacks have resulted
in negative impacts on network as before, increasing the
need for an effective approach to detect and identify
such attacks more effectively. In context of improving
performance, this paper presents a new adaptive
intrusion detection system based on Dempster Shafer
theory. It is a hybrid and multi-levels model. Each level
includes two classifiers Naive Bayes and Support Vector
Machine known for their performance in classification.
The decision at each level is performed using fuzzy logic
and the combination rule of Dempster. The experiments
were carried out with KDD'99 data sets. The
experimental results show that our approach greatly
improves the detection rate with low false alarm rates
compared to some recent existing works.
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1 Introduction

Nowadays, our civilization becomes increasingly
numerous and proposes to us formidable
opportunities related to the use of new
technologies in various fields. Nevertheless,
with this evolution computer security has
become an important necessity. Network

security is a sensitive and serious problem that
requires the implementation of several tools and
mechanisms such as authentication,
cryptography, access control and firewalls [8]
However, these mechanisms are not sufficient
to protect systems against malicious attacks.
Therefore, a second layer of security is
required, such as intrusion detection.

An Intrusion detection system (IDS) is defined
as a security management system for machines
and networks. An IDS monitors a network or a
computer for anomalies that could indicate an
intrusion. Intrusion detection systems are usually
configured to send alerts to an administrator
when they detect suspicious activities.

An IDS acts as the last defensive means in
the system security but does not influence the
use of the preventive mechanism [8]. However,
they suffer from several problems. Indeed, some
attacks may go as a normal action, and in this
case, we speak of "false negatives". And some
alerts are generated compared to a normal
behavior, which corresponds to "false positives".
In this context we distinguish two approaches to
detect intrusions: anomaly detection and misuse
detection (signature detection). The first consists
in searching known signatures of attacks while
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the second consists in defining normal behavior
of the system and sets a baseline of normal
behavior and intrusion. It will deduce anything
that widely deviates from its normal profile as
possible intrusions [18].

Different data mining techniques are used to
detect intrusion and to deal with the difficulty to
make boundaries between normal a behavior
and an attack. The requirement for continuous
adaptation to a constantly changing
environment is an additional difficulty those
techniques have to tackle. Dempster-Shafer
theory is a powerful strategy for data fusion,
which can not only provide an explicit estimation
of imprecision and conflict from different
sources, but also deal with any unions of
hypotheses. Aiming at the high false alarm rates
of currently used network intrusion detection
methods, we propose to develop a multi-levels
and hybrid Network Intrusion Detection System,
based on Dempster-Shafer theory.

In this paper, we show the contribution of
belief functions to reduce the false alarms rate
and increase the intrusion detection rate. To
build our model, we have used the same
classifiers and the same dataset (training and
testing) with same parameters as the model
proposed by [1,2]. The main idea of this paper is
the use of Dempster's rule of combination to
perform the overall decision of the IDS.

The remainder of this paper is organized as
follows: section 2 presents the related works;
Section 3 presents the proposed model. Next,
the experimental results are discussed in
Section 4. Finally, the last section concludes
the paper.

2. Related Work

Intrusion detection systems have become a very
important element in securing any network
infrastructure. Malicious attacks have never
been more damaging to networks. Which
increases the need to an effective approach to
detect and identify such attacks. To deal with
this challenge and improve the performance of
IDS, many hybrid data mining techniques were
developed, such as Naive Bayes [16, 3],
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Support Vector Machines [20, 11], and decision
trees [14].

Horng et al. [10] developed an IDS that
integrates a Hierarchical clustering algorithm as
well as an SVM technique.

In 2012 Natesan used a Naive Bayes and
Decision Tree as weak classifiers to propose an
Adaboost based algorithm [13].

NFPHIDS (A New Fast and High-
Performance Intrusion Detection System) by [1]
is hierarchical IDS composed of two levels. A
first one that includes four fast classifiers
Random Forest, Simple Cart, Best first decision
tree and Naive Bayes. They are used for their
excellent performance. As inputs, the second
level uses outputs of the first one that contains
Naive Bayes as final classifier.

Sandeep et al. [22] suggested an IDS-based
Support Vector Machine (SVM) and belief
functions in which intrusion detection takes
place with the help of Dendritic Cell Algorithm
and Dempester belief theory along with SVM
classification algorithms.

Horng et al. [10] were developed an IDS that
integrate a Hierarchical clustering algorithm and
the SVM technique.

An Adaboost based algorithm was proposed
in [22] using Naive Bayes and Decision tree as
weak classifiers.

Ahmim et al. [2] have proposed multi-level ids
based on the intersection of two different
classifiers, fuzzy wunordered rule induction
algorithm and random forests.

XM-RF [17] is a hybrid IDS based on X-
Means clustering and Random Forest
classification. Firstly, the approach analogous
data instances based on their behaviors are
grouped using X-Means clustering. Secondly,
Random Forest classifier is utilized to rearrange
the misclassified clustered data to
apropos group.

Moorthy and Sathiyabama [12] have
proposed a hybrid fuzzy IDS for wireless local
area networks, based on Fuzzy logic. In this IDS
a misuse detection module is connected to the
anomaly detection module and the overall
decision is performed by fuzzy rules.

In [4], An IDS based belief function was
proposed which contain three levels. At the first
two modules (SVM detection module and Naive
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Table 1. Confusion matrix

Predicted class

Normal Attack
Normal True negative False positive
Actual class Attack False negative True positive

bayes detection module) were used. In the
second, outputs of the first level are fuzzified
using fuzzy logic. The last level use belief
function to perform the final decision of the
system.

2.1. Overview of Dempster-Shafer Theory

Dempster-Shafer  theory  (DST) is a
mathematical theory of evidence [15]. It can be
interpreted as a generalization of the probability
theory. The significant innovation of this
framework is the fact that it allows the allocation
of probability into either sets or intervals. In
traditional probability theory, the evidence is
associated with only one possible event.
However, in DST, evidence can be associated
with multiple possible events.

An important aspect of this theory is the
combination of evidence obtained from multiple
sources and modelling of conflict between them.

In DST, a set of disjoint hypotheses of
interest, e= {Normal, Abnormal} is called a frame
of discernment.

The basic probability assignment {bpa}
function is also called mass function me. The
term “basic probability” does not refer to
probability in the classical sense.

The bpa function is defined as:

mg:29 - [0,1]
mg(¢p) = 0and X y,eo mg(4;) =1, @

m is interpreted as a measure of the total belief
committed to A4;.

DST is a useful strategy for data fusion. The
goal of the combination is to fuse the evidence
for a hypothesis from multiple sources and
calculate an overall belief for that hypothesis. In
general, mass distribution from different sources
is combined with Dempster’s rule:

1
Mm@ @ my() == > me(A)

A1NAj=A

-mg(4;), 2)

k = Z mg(A4) - mg(4;) .

AlﬂAj=¢

3 Proposed Approach for Intrusion
Detection

The aim of our work is to show the use of belief
functions in intrusion detection and build an
efficient hierarchical and Hybrid IDS based on
the Dempster-Shafer theory that will provide
good results.

There are different methods and techniques
to distinguish the various types of classifiers in
data mining. Each classifier can sort every
network connection as a normal behavior or an
attack with a varying error rate.

The performance of the different type of
classifiers is measured by its ability to classify
each connection in the right category. The table
1, known as the confusion matrix, shows the four
possible cases:

— True positive (TP): an attack data identified
as an attack.

— True negative (TN): a normal data identified
as normal.

— False positive (FP): a normal data identified
as an attack.

— False negative (FN): an attack data
identified as normal.

— The performance of IDS is evaluated in term
of accuracy, detection rate and false alarms
rate:

— Accuracy = (TP+TN) / (TP+TN+FP+FN).

— Detection Rate = (TP) / (TP+FP).
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Fig.1l. Fuzzy predicates for classifier outputs

— False Alarm Rate = (FP) / (FP+TN).

In this paper, a new approach is proposed. It
consists in combining two different classifiers in
each level, the number of iterations needed to
build the model is the number of levels.

3.1 General Structure of our Model

This section presents the different steps needed
to build our model which is based on the TDS
theory to merge the predictions of two
classifiers. Our adaptive model is composed of
N levels, each level contains two classifiers, the
predictions of the classifiers are fuzzified using
the trapezes associate to each classifier
integrating linguistic variables (N: for the normal
behavior, AN: for the abnormal behavior and
LAN for slightly abnormal (indecision)) as
illustrated by figure 1.

Our choice of using Fuzzy Logic was based
on two main reasons: (1) No clear boundaries
exist between normal and abnormal events (2)
the initialization of the belief masses for the
fusion step

In each level, the belief function was used for
the decision making based on the input from the
two classifiers level (fuzzification of classifiers
results). After the combination of the results,
there are three possible outputs (Abnormal,
Normal, and Slightly Abnormal).

Let us consider an example with given sets:
Classifier 1= Fuzzy Set (O/AN, 0.05/SAN,
0.995/N) We can see that the possibility for N
has the highest membership function. Which
means that the possibility N is most likely to be
detected than the other two possibilities.
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Classifier 2=
0.117/SAN, O/N).

Now we can see that the situation is the same
for AN, meaning it is the most likely to be
detected.

The outputs of Classifier 1 and Classifier 2
are combined using Dempster’s rule. The result
obtained in our case is Normal (N), since it has
the maximum bpa. Hence, that Normal appears
to be the best decision for the given constraint.

Fuzzy Set (0.883/AN,

3.2 Steps in Building our Model

The main idea for the construction of our model
is the use of fuzzy logic to properly model the
behavior of the system and of belief functions as
a merge tool for classifier outputs.

At first, we build the first level based on the initial
training dataset. Then, we use all the records
that have been classified by the belief function
as slightly abnormal (LAN). The records that
present a total conflict between the two
classifiers are used as new Learning data to
train another new level.

In the merging step of each level the
Dumpsters rule is used. The stop condition is the
absence of conflict between the two sources
(classifiers). Inputs with conflict or indecision
(LAN) are used as new learning data of a new
level. This process is repeated until the conflict
measurement is stable and in this case this
connection is considered as new attack (all
classifiers of all levels are in conflict with
one another).

We can summaries the building process of
the initial model by the following algorithm:
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Model Algorithm

Input: Training Data (TD);

Output: Adaptive Intrusion Detection Model
(AIDM) K=0; //measure of conflict between
classifiers

1=1; // number of

level AIDM= null;
Begin
While (C==False) do
begin

A= subset of D;
B= subset of D // B different from A;
M1= Model of classifier 1 using A
dataset; M2= Model of classifier 2
using B dataset;
AIDM=add(M1 and M2 as classifiers of level I);
/Iset the two trained model as classifier of
level | I1++;
D1=test TD with M1; // Test all records with
M1 D2=test TD with M2; // Test all records
with M2
SAN= all connections declared as slightly
Abnormal from fusion module;
CON= all conflicted connections generated
from fusion module;
Ki= conflict degree between Classifiers of
level I; TD= SAN union CON
If (Ki = =Ki.1) then C=
True; End;
DLL=TD // the training dataset of the last
level; Return AIDM;
END.

3.3 Testing and Adaptation Procedure

To test the different records, the top-down
propagation is applied to all levels. For each
level, we test if the decision of the fusion module
is Completely Normal (N) or Completely
Abnormal (AN), then we stop the process, and

we classify the record. Otherwise, we test the
record by the next level. If every two classifiers
of all levels of the built model give the same
conflict degree, this record is labelled as a new
attack and added to a new cluster of attacks.

To ensure the adaptation of the proposed
model and if the conflict between sources
reaches the threshold (K = 1, the case of
unreliable sources) we create a new level.

Otherwise, we cluster the new attacks with
the rest of the training dataset of the last level
(DLL) to build a new one.

4 Experiments and Results

This section is divided into three parts. The first
one describes the data set used in our
experiments. The second part describes the
parameters and the classifiers used to train our
model. The last part represents a comparative
study between our model and related works.

4.1 . Data Set Description

Our method has been evaluated using
two datasets:

The first one involves a real web traffic
collected on a university campus. As for Web
attacks, several recent Web attacks are
simulated targeting either server-side Web
applications or client-side ones. Attacks are
simulated on a simulation network involving
exactly the same environment as the one where
real HTTP traffic was collected. In particular, the
Web server software, Web site content,
operating system and Web clients. Our dataset
contains 98995 connections with 24 features
and a test dataset with 69015 connections;
Table 2 shows the distributions of
connections categories.

The second dataset is the one by Ahmim et
al. [2]. To make a reliable comparison we used
the same learning (KDD99) and test datasets
with exactly the same parameters used in the
reference work. The KDD99 Cup was derived in
1999 from DARPA-Lincoln98 dataset by MIT’s
Lincoln laboratory.
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Fig. 2. General structure of our Model

The KDD99 contains 39 attacks and normal
behaviors. It is organized into five classes: DOS
attack, U2R attack, PROB attack, R2L attack
and Normal behavior [10].

Each record of the KDD99’s has 41 features:
34 numeric and 7 symbolic.

According to Sundus et al. [17], the KDD99
Training Data Set contains normal behaviors
and 22 attacks with 4,940,000 data records. As
for the Test Data Set, it contains 311,029 data
records, covering normal behaviors and 37
attacks. It should be noted that 17 of the Test

Data Set attacks don’t exist in the Training
Data Set.

KDD99 10% represents 10% of KDD99
Training Data set with the same distribution of
attacks and normal behaviors. The following
table shows the distribution of the attacks and
normal behaviors in both the KDD99
training_10% and the KDD99 test.

We reduced the size of KDD99_10% by
removing all redundant records, thus creating
our own training data set containing 40,000
records. A random selection is used to select
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Table 2. Distribution of connection categories in the dataset

Learning data set

Test data set

Class Number % Number %
Normal
Connections 55344 55,90 61378 88,93
Abnormal
connections 43651 44,10 7637 11,07
attack
Total 98995 100 69015 100
Table 3. Dataset description
Number of records KDD99_10% Training data set KDDQQSTe?st data
Category of I _—
connection ALL Distinct ALL Distinct
Normal 97278 87832 60593 47913
DOS 391458 54572 229853 23568
Probe 4107 2130 4166 2678
R2L 1126 999 16189 2913
U2R 52 52 228 215
ALL 494021 145585 311029 77287
Table 4. Comparison betw
Ahmim et al. [2] Our Approach
Corpus Accuracy DR FAR Accuracy DR FAR
KDD'99 95.41% 94.84% 2.23% 96.88% 96.88% 0.61%
Web attacks 98.91% 95.90% 0.68% 99.94% 99.84% 0.04%

Normal and Attack records. The KDD99 test
data set KDDcup [21] is used to evaluate the
performance of our model.

4.2 Classifiers and Parameters used to Build
and Train our Model

To implement our approach, we have chosen
the same data mining techniques used in [2].

These two technigques are very different in
their operating process and provide a high
detection rate and a good heterogeneity in the
classification of the different
network connections.

The first classifier is Fuzzy Unordered Rule
Induction Algorithm (FURIA) that represents a

fuzzy rule-based classification method. FURIA is
based on the well-known RIPPER algorithm
[18]. It preserves their advantage and introduces
some modifications, by using fuzzy rules instead
of conventional rules and unordered rule sets
instead of rule lists [6].

The second classifier is Random forests (RF)
with combined tree predictors. Each tree
depends on the values of a random vector
sampled independently and also on the same
distribution for all other trees in the forest. The
classification error of the forest of tree depends
on the robustness of the different trees in the
forest and the correlation between them [5].

To increase the conflict between the two
classifiers of our training data set, we have used
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Fig. 3. Comparison between Ahmim et al. [2] and
our model

in our experiments two different sub-sets (A and
B). Those sets ate used to train respectively
FURIA and RF. This heterogeneity of classifiers
and training dataset allows us to build a model
with multi-levels.

5. Results and Discussion

In our work, WEKA Data Mining Tools [19] has
been used to implement both classifiers. The
results were obtained using a Pc operating on
Microsoft Windows OS and equipped with a
Core i5 2,4 GHZ CPU and 4 GB RAM.

To evaluate the performance of the proposed
approach as well as to improve the belief
functions in intrusion detection utility, we have
compared the obtained results with those
mentioned in [2] In the chosen reference work all
KDD99 Test dataset (KDD99) are used for
the validation.

In this study, we have used the parameters
mentioned in detail in the previous section to
build and to train the model. Then, all KDD99
Test Dataset were used as a test dataset. To
add more confidence in the performance of our
model we added another factor on a recent web
attacks data set. The results are shown in
Table 4.
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As llustrated in figure 3, our approach
(DSIDS) Ives the lowest false alarms rate with
the highest accuracy without losing a good
detection rate compared to Ahmim et al.
approach [2] using KDD dataset.

Our model demonstrates high performance
across all three evaluation measures Detection
Rate (DR), Accuracy, and False Alarm Rate
(FAR) when tested on the web attack dataset.

6. Conclusion

In this paper; we have presented an efficient
hybrid and multi-level intrusion detection system
based on the belief function and the fuzzy logic.
To build a high performed and speed model, we
have used Fuzzy Unordered Rule

Induction Algorithm and Random Forests as
classifiers. The decision-making system is
based on Dempster-shafer theory. This
methodology of finding the intrusion in the
system is suitable since both classifiers outputs
are separately performed and the overall system
status is cross checked by the decision-making
module processed by Dempsters’ rule
of combination.

This hierarchical and hybrid technique is very
scalable and accurate. The accuracy is due to
the fact that incorrect interpretation is very
unlikely thanks to the double-checking
technique in all system levels. Hence, the use of
belief functions technique in intrusion detection
is very efficient to maintain the system security.

The experiment results illustrate that the
proposed approach gives a good performance.
While it gives a very low false alarm rate it also
preserves a high detection rate and accuracy.
This is true even when compared to well-known
works in the literature using exactly the same
parameters and the same training and
test dataset.
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